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ISACA Advanced in Al Security Management (AAISM) Exam 52 & AAISM
A B E (Q165-Q170):

M #165
A large financial institution is integrating a third-party Al solution into its fraud detection system. Which is the BEST way to reduce
Al vendor/supply chain risk?

¢ A Use isolated virtual environments to validate integration

¢ B. Conduct annual vulnerability assessments after integration

¢ C. Focus on performance testing

¢ D. Establish contractual agreements requiring evidence of secure development practices

Ef#E: D

R -

AAISM enphasizes contractual governance controls as the strongest mechanism for managing Al vendor and supply chain
dependencies. Contracts must require:

* secure development lifecycle practices

* documentation of controls

* security testing

* supply chain transparency

Isolated environments (C) help, but they do not ensure upstream integrity. Performance testing (D) is unrelated to security. Annual
assessmments (A) occur too late to mitigate onboarding risks.

References: AAISM Study Guide - Al Vendor Governance; Contractual Risk Controls.

M #166
Which of the following BEST describes the role of transparency in Al?

¢ A Persuading someone that the Al tool in use is beneficial and operates as expected

¢ B. Publishing Al mechanisims, data sources, and decision-making processes while making them openly available
e (. Explaining the Al system in an understandable and logical way so reasons for decisions can be given

e D. Taking through a decision tree to better understand how the algorithm made each of'its choices

IEfE: C

R :

Transparency in Al is a governance principle requiring that systems be explainable to stakeholders in ways that are understandable
and meaningful, enabling clear articulation of how decisions were reached and why.

Within an Al program, transparency supports accountability, auditability, and trust by ensuring that reasons for decisions can be
communicated and scrutinized. Option C reflects this definition by focusing on intelligible, logical explanations of system behavior and
decision rationale.

Option A is a narrow technique (model-specific interpretability for decision trees) and does not capture transparency as a broad
governance requirement. Option B conflates transparency with full public disclosure; transparency does not require making all
artifacts openly available. Option D is persuasion/advocacy, not transparency.

References: Al Security Management (AAISM) Body of Knowledge: "Al Governance-Transparency and Explamability,”
"Accountability and Assurance'; AAISM Study Guide: "Explainability Objectives and Stakeholder Communication,"
"Docurmentation for Decision Rationale."

HH #167
‘Which of the following is the MOST effective use of Al in incident response?



A. Streamlining incident response testing
B. Automating incident response triage
C. Ensuring chain of custody

D. Improving incident response playbook

IEf%: B

R

AAISM's risk management guidance notes that the most effective application of Al in incident response is in autormating triage
activities. Al systens can rapidly analyze logs, alerts, and telemetry to prioritize incidents, reducing response times and allowing
human analysts to focus on critical issues. Streamlining testing and improving playbooks are valuable but secondary benefits.
Ensuring chain of custody is critical for legal admissibility of evidence but is primarily a human and process-driven control, not Al's
strength. The greatest efficiency and effectiveness comes from Al-driven triage automation.

References:

AAISM Exam Content Outline - Al Risk Management (Al for Incident Detection and Response) Al Security Management Study
Guide - Automation in Security Operations

M #168
Which of the following is MOST important for an organization to consider when implementing a preventive security safeguard into a
new Al product?

A. Differential privacy

B. Model output monitoring
C. Input sanitization

D. Penetration testing

Ef#: C

BRI

AAISM materials emphasize that the most effective preventive safeguard is to ensure input sanitization.

Preventive controls stop malicious or malformed inputs from reaching the model in the first place, thereby reducing the likelihood of
prompt injection, evasion, or poisoning at inference time. Model output monitoring is a detective control, not preventive. Penetration
testing is an assessment technique rather than a safeguard.

Differential privacy protects data privacy but does not prevent adversarial input manipulation. Therefore, the most important
preventive safeguard in a new Al product is robust nput sanitization.

References:

AAISM Study Guide - Al Technologies and Controls (Preventive vs. Detective Safeguards) ISACA Al Security Management -
Input Validation in Al Systems

H R #169
The PRIMARY benefit of implementing moderation controls in generative Al applications is that it can:

A. Ensure the generated content adheres to privacy regulations

B. Optimize the model's response time

C. Increase the model's ability to generate diverse and creative content
D. Filter out harmful or inappropriate content

IEf@E: D

AR :

AAISM materials identify the primary benefit of moderation controls in generative Al systens as their ability to filter out harmful,
offensive, or nappropriate content before it is delivered to users. This safeguards organizational reputation, conpliance, and user
trust. While moderation may indirectly support compliance with privacy requirements, its main finction is ensuring that outputs align
with ethical and safety standards.

Moderation does not enhance creativity or response speed. Its primary value is in controlling the quality of generated outputs by
blocking harmful content.

References:

AAISM Study Guide - Al Technologies and Controls (Moderation and Output Controls) ISACA Al Security Management -
Harmful Content Mitigation in Generative Al
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