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A2 #30
Which statement is valid in relation to certificates used for GlobalProtect and pre-logon?

A. Certificates must be deployed in the Machine Certificate Store.

B. The GlobalProtect agent may be used to distribute pre-logon certificates.

C. The certificate used for pre-logon must include both Subject and Subject-Alt fields.
D. A public certificate authority (CA) must sign and validate all certificates used.

HE. A

Y.

ForGlobalProtect with pre-logon, certificates must beinstalled in the Machine Certificate Storeto ensure that authentication
occursbefore user login. This allows the GlobalProtect client to establish aVPN connection before the user logs in, enabling access
to corporate resources such as domain controllers and authentication services. Usingmachine certificatesensures secure
authentication and eliminates dependency on user credentials at the pre-logon stage.
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HAE #31
‘What will cause a connector to fail to establish a connection with the cloud gateway during the deployment of a new ZTNA
Comnnector in a data center?

A. The connector is deployed behind a double NAT.

B. There is a high latency in the network connection.

C. The connector is using a dynamic IP address.

D. There is a misconfiguration in the DNS settings on the connector.

HE: A

Y.

AZTNA Connectorrequires astable and direct connectionto thecloud gateway. When the connector is deployed behind adouble
NAT (Network Address Translation), it can cause issues withreachability and session establishmentbecause the cloud gateway may
not be able to properly identify and commumicate with the connector. Double NAT can interfere withsecure tunneling, IP address
resolution, and authentication mechanisis, leading toconnection failures. To resolve this, the connector should be placed ina
network segment witha single NAT or a public [P assignment.

HE #32
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies
while preventing the creation of policies that may result in security gaps?

e A Configure role-based access controls (RBAC:s) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

¢ B. Run a Best Practice Assessment (BPA) at regular intervals and manually revert any policies not meeting company
compliance standards.

e (. Use security checks under posture settings and set the action to "deny" for all checks that do not meet the conmpliance
standards.

¢ D. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.

e C

MH.

By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approachelimnates manual
oversightand enforces compliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

A2 #33
Where are tags applied to control access to Generative Al when implementing Al Access Security?

A. To Generative Al applications for identifying sanctioned, tolerated, or unsanctioned applications
B. To Generative Al URL categories for classifying trusted and untrusted Generative Al websites

C. To security rules for defining which types of Generative Al applications are allowed or blocked
D. To user devices for identifying and controlling which Generative Al applications they can access

HE: A

MY

When implementingAl Access Security,tagsare applied toGenerative Al applicationsto classify them as sanctioned, tolerated, or
unsanctioned. This allows organizations to enforcepolicy-based access control over Al tools, ensuring that onlyapproved
applicationsare accessible while restricting or monitoring usage of untrusted or high-risk Al platforns. This classification helps
security teamsmanage Al-related risks and complianceeftectively.

EE#34
Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)



A. The server has pinned certificates.

B. Create a do not decrypt rule for the hostname "certificates.godaddy.com.”
C. The client is misconfigured.

D. Create a do not decrypt rule for the hostname "google.com.”

de: AD

Y.

The error messages indicate that Prisma Access is encountering certificate issues while attempting to decrypt traffic to "google.com."
This suggests that theserver has pinned certificates, meaning it does not allow man- in-the-middle (MITM) decryption by Prisma
Access. Since pinned certificates prevent traffic decryption, a solution is tocreate a "do not decrypt" rule for the hostname
"google.com "This will allow traffic to flow without triggering certificate errors while maintaining secure commumnication with Google's
Servers.
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