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Q58):

NEW QUESTION # 53
What is the purpose of embargo rules in Prisma Access?

A. Blocking traffic from Russia. China, and North Korea only
B. Rate-limiting connections originating from specific countries
C. Blocking connections from specific countries

D. Allowing traffic only from specific countries

Answer: C

Explanation:

Embargo rules inPrisma Accessare designed toblock traffic from specific countriesthat are subject to regulatory or policy-based
restrictions. These rules help organizations enforce conmpliance bypreventing inbound and outbound connectionsto or from regions
that may pose security risks or arerestricted due to legal or geopolitical reasons. They are commonly used toalign with government
sanctions and corporate security policies.

NEW QUESTION # 54
When a review of devices discovered by IoT Security reveals network routers appearing mutltiple times with different IP addresses,
which configuration will address the issue by showing only unique devices?

A. Delete all duplicate devices, keeping only those discovered using their management IP addresses.
B. Merge individual devices into a single device with muiltiple interfaces.

C. Add the duplicate entries to the ignore list in loT Security.

D. Create a customrole to merge devices with the same hostname and operating system

Answer: B

Explanation:

‘When network routers appear multiple times with different IP addresses in [oT Securtty, it is likely because they have multiple
interfaces with separate IPs. Merging these entries into a single device with multiple interfaces ensures that the system correctly
identifies each router as a unique entity while maintaining visibility across all its interfaces. This approach prevents unnecessary
duplicates, improves asset management, and enhances security monitoring,

NEW QUESTION # 55

Strata Logging Service is configured to forward logs to an external syslog server; however, a month later, there is a disruption on the
syslog server.

Which action will send the missing logs to the external syslog server?

A. Configure a replay profile with the affected time range and associate it with the affected syslog server profile.
B. Configure a log filter under the syslog server profile with the affected time range.

C. Export the logs from Strata Logging Service, and then manually import them to the syslog server.

D. Delete the affected syslog server profile and create a new one.

Answer: A

Explanation:

TheStrata Logging Serviceallowslog replay, which enables resending logs that were not successfully forwarded to an external syslog
server due to disruptions. By configuring areplay profilewith the affected time range and associating it with thesyslog server profile,
Prisma Access will resend the missing logs, ensuring that all relevant data is restored in the external logging system. This approach is
the most efficient and automated way to recover missing logs.

NEW QUESTION # 56

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During
testing, the rule does not take effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?



A. The rule was created with improper threat management settings.

B. The rule was created at a higher level in the rule hierarchy, giving priority to a lower-level rule.
C. The rule was created at a lower level in the rule hierarchy, giving priority to a higher-level rule.
D. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.

Answer: C

Explanation:

Prisma Access applies security rules in a hierarchical order, where rules at higher levels take precedence over those at lower levels.
Ifa more permissive rule is placed higher in the hierarchy, it may allow traffic before the restrictive Web Security rule is evaluated.
To resolve this, the engineer shouldreorder the rules to ensure the restrictive Web Security rule is positioned higher in the hierarchyso
it is applied before any broader or conflicting rules.

NEW QUESTION # 57

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

How can the engineer configure mobile users and branch locations to meet the requirements?

e A Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center resources using service
comnections.

¢ B. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service connections.

¢ C. Use GlobalProtect to filter internet traffic and provide access to data center resources using service connections.

¢ D. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center resources using service
connections.

Answer: D

Explanation:

To meet the customer's requirements, GlobalProtect and Remote Networksshould be used as follows:

* GlobalProtect: This enables secure access for mobile users, ensuring internet filtering, data center connectivity, and access to
branch locations.

* Remote Networks: This is used to provide security and connectivity for branch locations, ensuring internet filtering and data center
access.

* Service Connections: These allow both mobile users and branch locations to securely connect to the data center for internal
resources.

This configuration ensures that mobile users and branch locations can securely access the internet while maintaining asegregated and
secureconnection to internal resources. It also aligns with Prisma Access's best practices forsecurity enforcement, traffic filtering, and
centralized management.
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