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154. Frage

Your company has two on-premises sites in New York and Los Angeles and Azure virtual networks in the East US Azure region
and the West US Azure region. Each on-premises site has Azure ExpressRoute circuits to both regions.

You need to recommend a solution that meets the following requirements:
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* Outbound traffic to the Internet from workloads hosted on the virtual networks must be routed through the closest available on-
premises site.

* Ifan on-premises site fails, traffic from the workloads on the virtual networks to the Internet must reroute automatically to the other
site.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Routing from the virtual networks to

the on-premises locations must be |Azure default routes
configured by using: Border Gateway Protocol (BGP)
User-defined routes

The automatic routing configuration
following a failover must be Border Gateway Protocol (BGP)
handled by using: : Hot Standb* Routing Protocol (HSRP)

S 1V [UalROY q'é[ Redundancy Protocol (VRRP)

Antwort:

Routing from the virtual networks ta PN ,-.-FJ- R4
the on-premises locations must be [JAzure defatitiroutes”! &

configured by using: Border Gateway Protocol (BGP) |

User-defined routes

The automatic routing configuration_ * v
following a failover must be Border Gateway Protocol (BGP)!

handled by using: ‘Hot Standby Routing Protocol (HSRP)

Virtual Router Redundancy Protocol (VRRP)

Explanation:

Routing from the virtual networks to

the on-premises locations must be |Azure default routes
configured by using: Border Gateway Pr otocol (BGP)
User-defined routes.

The automatic routing configuration
following a failover must be Border Gateway Protocol (BGP)
handled by using: | Hot Standby Routing Protocol (HSRP)

[\ |mm@ndanw Protocol (VRRP)

An on-premises network gateway can exchange routes with an Azure virtual network gateway using the border gateway protocol
(BGP). Using BGP with an Azure virtual network gateway is dependent on the type you selected when you created the gateway. If
the type you selected were: ExpressRoute: You must use BGP to advertise on-premises routes to the Microsoft Edge router. You
cannot create user-defined routes to force traffic to the ExpressRoute virtual network gateway if you deploy a virtual network
gateway deployed as type:

ExpressRoute. You can use user-defined routes for forcing traffic from the Express Route to, for example, a Network Virtual
Appliance.

httpsv/docs.microsoft.convja-jp/azure/expressroute/designing- for-disaster-recovery-with-expressroute- privatepeering
httpsv/docs.microsoft.conven-us/azure/expressroute/expressroute-optimize-routingfsuboptimal-routing-from+ customer-to-
microsoft



155. Frage
You have an Azure AD tenant that contains a management group named MGI1. You have the Azure subscriptions shown in the
following table.

Name _==_ IC group
Sub1 ﬁi"
Sub2 1
Sub3 _%M Tenant Root Group
St

The subscriptions contain the resource groups shown in the following table.

Group2
Group3

The subscription contains the user accounts shown in the following table.
. &' &
m NamesOTl Member of
User |GRuD1

User2 0" P Group?2
User3 VY Group1, Group2
You perform th;’ following actions:

* Assign User3 the Contributor role for Subl.

* Assign Group1 the Virtual Machine Contributor role for MG1.

* Assign Group3 the Contributor role for the Tenant Root Group.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area .

macMlicrosoft

User1 can create a newwigfual.machine in RG1.

Statements

User2 can grant permissions to Group2.

User3 carereate a storage account in RG2.

Antwort:

Answer Area

Statements Yes

User1 can create a new yictual' machine in RG1.

User2 can grant genpissions to Group2.  O1 )

=5’?|\7ﬁeé Fctrsggaéﬁafntin RG2. 5 :'

Explanation:



Anvweer Area
matemand | | LT USUPL Yes ™

Liser ] can create & new vl Mackine n RGT
Userd can grand pefmesssons 10 Groupd &

Useyr Bicin'Treate a siorage account in RG2 L

156. Frage

Case Study 1 - Litware

Existing Environment

Aziure Environment

Litware has 10 Azure subscriptions that are linked to the Litware.com tenant and five Azure subscriptions that are linked to the
dev.litware.com tenant. All the subscriptions are in an Enterprise Agreement (EA).

The litware.com tenant contains a custom Azure role-based access control (Azire RBAC) role named Rolel that grants the
DataActions read permission to the blobs and files in Azure Storage.

On-Premises Environment

The on-premises network of Litware contains the resources shown in the following table.

Type Configuration

SERVER1 Ubuntu 18.04 virtual The virtual machines host a
SERVER2 machines hosted on Hyper-V | third-party app named Appl1.
SERVER3 ¥ App1 uses an external storage

- solution that provides Apache
Hadoop-compatible data
storage. The data storage
supports POSIX access control
list (ACL) file-level
permissions.

SERVER10 Server that runs Windows The server contains a

Server 2016 Microsoft SQL Server instance
that hosts two databases
named DB1 and DB2.

Network Environment

Litware has ExpressRoute connectivity to Azure.

Planned Changes and Requirements

Litware plans to implement the following changes:

* Migrate DBI and DB2 to Azure.

* Migrate Appl to Azure virtual machines.

* Migrate the external storage used by App1 to Azure Storage.

* Deploy the Azure virtual machines that will host App1 to Azure dedicated hosts.

Authentication and Authorization Requirements

Litware identifies the following authentication and authorization requirements:

* Only users that manage the production environment by using the Azure portal must connect from a hybrid Azure AD-joined device
and authenticate by using Azure Multi-Factor Authentication (MFA).

* The Network Contributor built-in RBAC role must be used to grant permissions to the network administrators for all the virtual
networks in all the Azure subscriptions.

* To access the resources in Azure, App1 nmust use the managed identity of the virtual machines that will host the app.
* RBAC roles must be applied at the highest level possible.

Resiliency Requirements

Litware identifies the following resiliency requirements:

* Once migrated to Azure, DB1 and DB2 nust meet the following requirements:

- Maintain availability if two availability zones in the local Azure region fail.

- Fail over automatically.

- Minimize I/O latency.

* Appl must meet the following requirements:



- Be hosted in an Azure regjon that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling.

- Maintain availability if two availability zones in the local Azure region fail.

Security and Compliance Requirements

Litware identifies the following security and compliance requirements:

* Once Appl is migrated to Azure, you must ensure that new data can be written to the app, and the modification of new and
existing data is prevented for a period of three years.

* On-premises users and services must be able to access the Azure Storage account that will host the data in Appl.

* Access to the public endpoint of the Azure Storage account that will host the App1 data must be prevented.

* All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE) enabled.

* Appl must NOT share physical hardware with other workloads.

Business Requirements

Litware identifies the following business requirements:

* Minimize administrative effort.

* Minimize costs.

You need to implement the Azire RBAC role assignments for the Network Contributor role. The solution must meet the
authentication and authorization requirements.

What is the minimum number of assignments that you must use?

A0
B. 1
C.2
D.3
E 4

Antwort: B

Begrindung;

Litware has two Azure tenants. One tenant with 10 subscriptions and one tenant with five subscriptions. We can organize the
subscriptions of the two tenants in a management group each and assign users to the Network Contributor role or to Rolel at the
management group level.

157. Frage
You configure OAuth2 authorization in API Management as shown in the following exhibit.



f Add OAuth2 service X

APl Management service

Display name *

Unique name used to reference this authonzation server on t...

id* @

Description

Authorization server description

Client registration page URL*

https://contoso.com/register

Authorization grant typei{

V| Authorization code g
|| Implicit :o

Resource assword

[] qj antials
O

zation endpoint URL*

https://loginmicrosoftonline.com/contosoonmicrosoft.com...

[;l Support state parameter
Authorization request method
v

] posT

Token endpoint URL *

Token endpoint is used by clients to obtain access tokens in ...

Create

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.



The selected authorization grant type is for [answer choice].

B_égk%round services
Headless device authentication
Web applications

To enable custom data in the grant flow, select [answer choicel].

Client credentials

: ner password
M IC rd%fxe parameter

Antwort:
The selected authorization grant type is for [answer choice]. v
Background services
Headless device authentication
| Web applications |
To enable custom data in the grant flow, select [answer choice]. v
iClient credentials
|
SUphort Tate paraiiete
Reference:

https:/developer.okta.com/blog/2018/04/10/oauth-authorization-code- grant-type

https:/connect2id.com/products/server/docs/guides/client-registration

158. Frage

You plan to create an Azure environment that will contain a root management group and 10 child management groups. Each child
management group will contain five Azure subscriptions. You plan to have between 10 and

30 resource groups in each subscription.

You need to design an Azure governance solution. The solution must meet the following requirements:
* Use Azure Blueprints to control governance across all the subscriptions and resource groups.
* Ensure that Blueprints-based configurations are consistent across all the subscriptions and resource groups.

* Minimize the number of blueprint definitions and assignments.

‘What should you include in the solution? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point.

Level at which to define the blueprints:

Level at which to create the bluepging Assigrments:

OMNicrosoft

The child lm-n.agemem groups
Thd oot hanagement group
'The subscriptions

The child management groups
The root management group

The subscriptions

k- lﬁﬁmﬂ ttebluemmu | The child management groups.

The root management group

Lewel at which to create the blusprint sgsigiiments: [The child management groups:

[The root management group

Thi subciipions

Explanation



1. Root management group

2. The subscriptions

Reference: httpsz//docs.microsoft.com/en-us/azure/governance/blueprints/create- blueprint-portal Assign a blueprint After a blueprint
has been published, it can be assigned to a subscription. Assign the blueprint that you created to one of the subscriptions under your
management group hierarchy. If the blueprint is saved to a subscription, it can only be assigned to that subscription.

159. Frage
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