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to help you achieve your goal. Meanwhile, you cannot divorce theory from practice, but do not worry about it, we have 156-587
stimulation questions for you, and you can both learn and practice at the same time.

CheckPoint Check Point Certified Troubleshooting Expert - R81.20 Sample
Questions (Q16-Q21):

NEW QUESTION # 16
‘Which of the following inputs is suitable for debugging HTTPS inspection issues?

A. fw ctl debug -m fw + conn drop cptls

B. fw debug tls on TDERROR ALL ALIL~5
C. vpn debug cptls on

D. fw diag debug tls enable

Answer: B

Explanation:

The input that is suitable for debugging HTTPS inspection issues is fw debug tls on TDERROR ALL ALIL~=5. This input will enable
the TLS debug mode and set the debug level to 5, which is the highest level of verbosity. The fw debug command is used to control
the debug features of the firewall modules, such as TLS, CPTLS, HTTP, etc. The tls option will enable the debug mode for the TLS
module, which is responsible for handling the HTTPS mspection feature. The TDERROR ALL ALL environment variable will set
the debug level to 5, which will generate the most detailed and comprehensive debug output. The debug output will be written to the
SFWDIR/log/tls.elg file, which can be collected and analyzed with the TLSView tooll to see the details of the HTTPS inspection
process, such as certificate validation, SSI/TLS negotiation, encryption/decryption, etc. The other options are incorrect because:
fw ctl debug -m fiv + conn drop cptls will enable the kernel debug mode for the firewall module, with the flags conn, drop, and cptls.
The kernel debug mode will generate the kdebug, txt file in the SFWDIR/log directory, which contains information about the firewall
traffic processing in the kernel. The kernel debug mode is useful for troubleshooting issues related to policy, NAT, routing, and
inspection, but not for issues related to HTTPS inspection, which is handled by the TLS module in the user space?2.

vpn debug cptls on will enable the IKE debug mode for the CPTLS module, which is a component of the VPN module. The IKE
debug mode will generate the ike.elg and ikev2.xmll files in the SFWDIR/log directory, which contain information about the IKE
negotiation, authentication, and key exchange between the VPN peers. The CPTLS module is responsible for handling the SSL/TLS
encryption/decryption for the VPN traffic, but not for the HTTPS inspection traffic3.

fv diag debug tls enable is not a valid command and will not enable the TLS debug mode. The fw diag command is used to control
the diagnostic features of the firewall, such as packet capture, core dump, etc. The debug option is not a valid option for the fw diag
command, and the tls option is not a valid option for the debug option. Reference:

How to use the TLSView tool

How to debug the Firewall kernel (fv) module

How to debug VPN issues on Quantum Spark (SMB) Appliances

[fw diag - Check Point CLI Reference Card]

NEW QUESTION # 17
What is the finction of the Core Dump Manager utility?

A. To generate a new core dump for analysis

B. To determine which process is slowing down the system

C. To limit the number of core dump files per process as well as the total amount of disk space used by core files
D. To send crash information to an external analyzer

Answer: C

Explanation:

The Core Dump Manager (CDM) is a utility that helps manage core dump files on Check Point systens. Its main functions include:
Limiting file size and number: CDM can be configured to limit the size of individual core dump files and the total amount of disk
space used for core dumps. This prevents core dumps from filling up valuable disk space.

Compression: CDM can compress core dunp files to reduce their storage size. This is particularly helpful when dealing with large
core dumps.

Process filtering: CDM allows you to specify which processes should be allowed to generate core dumps. This can help prevent
unnecessary core dumps from being created.

Remote collection: CDM can be configured to send core dump files to a remote server for analysis. This is useful in environments
where direct access to the system generating the core dump is limited.


https://www.prep4away.com/CheckPoint-certification/braindumps.156-587.ete.file.html

By using CDM, you can effectively manage core dump files and ensure that they are not overwhelming your system's resources.

NEW QUESTION # 18
What is NOT a benefit of the 'fw ctl zdebug' command?

A. Cannot be used to debug additional modules
B. Clean the buffer

C. Automatically allocate a 1MB buffer

D. Collect debug messages from the kernel

Answer: A

Explanation:

The fw ctl zdebug command is a powerful tool that can be used to collect debug messages from the kernel, clean the buffer, and
automatically allocate a 1MB buffer. However, it cannot be used to debug additional modules, such as SecureXL, CoreXL, or
VPN. For those modules, other commands or tools are needed, such as fwaccel dbg, fw ctl affinity, or vpn debug,

Reference:

2:"fw ctl zdebug" - Helpful Command Combinations

3: How to use " fw ctl zdebug" command

Troubleshooting Expert R81.1 (CCTE) Course Outline) - Module 4: Debugging Tools and Methods

NEW QUESTION # 19
RAD is mitiated when Application Control and URL Filtering blades are active on the Security Gateway. What is the purpose of the
following RAD configuration file $FWDIR/confrad_settings.C?

e A This file contains the location information for Application Control and/or URL Filtering entitlements

¢ B. This file contains all the host name settings for the online application detection engine

e C. This file contains the information on how the Security Gateway reaches the Security Management Server's RAD service
for Application Control and URL Filtering

e D. This file contains RAD proxy settings

Answer: D

Explanation:

The Resource Application Daemon (RAD) is a critical component in Check Point's Application Control and URL Filtering blades,
responsible for processing and categorizing web traffic. The configuration file SFWDIR/confirad _settings.C on the Security Gateway
defines settings related to RAD's operation.

Option A: Incorrect. The rad_settings.C file does not store entitlement information for Application Control or URL Filtering,
Entitlements are managed by the Security Management Server and stored in licensing databases, not in this file.

Option B: Incorrect. The rad_settings.C file does not specify how the Security Gateway communicates with the Security
Management Server's RAD service. Communication settings are typically handled by SIC (Secure Internal Communication) and
other configuration files, such as SFWDIR/conf/fwopsec.conf.

Option C: Correct. The rad_settings.C file contains proxy settings for the RAD daemon, such as HTTP proxy configurations used
for accessing external services (e.g., Check Point's online URL Filtering database). This is critical when the Gateway requires a
proxy to reach external resources for URL categorization.

Option D: Incorrect. Hostname settings for the online application detection engine are not stored inrad_settings.C. These are
typically managed by the Application Database (application db.C) or resolved via DNS.

Reference:

The Check Point R81.20 Security Gateway Administration Guide discusses the RAD daemon and its configuration, noting that
$FWDIR/confrad_settings.C is used for proxy settings related to Application Control and URL Filtering, The CCTE R81.20
course covers troubleshooting Application Control and URL Filtering, including the role of configuration files like rad_settings.C.
For precise details, refer to:

Check Point R81.20 Security Gateway Administration Guide, section on "Application Control and URL Filtering" (available via
Check Point Support Center).

CCTE R81.20 Courseware, which includes modules on RAD configuration and troubleshooting (available through authorized
training partners like Arrow Education or Red Education).



NEW QUESTION # 20
You have just acquired new licenses for your Check Point security Gateway. You need to attach the new license.
What is the object in the Security Console where you can attach the license for a software blade?

A. Software Container
B. Hardware Blade

C. Software Blade

D. Security Blade

Answer: A

NEW QUESTION # 21
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