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(CCES) 5858 156-536 A B FIE (Q44-Q49):

H #44
You're going to prepare a Deployment Scenario of an Endpoint Security Client on a Windows machine in an On-Prem environment.
You choose one of two basic deployments - which is typical for a local deployment?

e A Agent (free Client) package only

e B. Agent (Initial Client) package only

e C. Agent-less (no Client) and Software Blades packages
e D. Agent (Initial Client) and Software Blades packages

Ef: D
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fEERA -

For typical local (On-Premises) deployments, the deployment scenario includes both the Agent (Initial Client) and Software Blades
packages. The Initial Client ensures connectivity, and Software Blades provide the actual security finctionalities.

Exact Extract from Official Document:

"Typical local deployment scenarios include both the Initial Client and the Software Blades packages for comprehensive protection.”
Reference:Check Point Harmony Endpoint Specialist R81.20 Administration Guide, "Deploying Endpoint Security Clients."

HMA #45
Name one way to install Endpoint Security clients:

A. Manual deployment using the internet

B. Package import

C. Automatic using the server deployment rules
D. Third-party deployment tools

Ef#: C

HMA #46
How many Endpoint Security Client Package types exist?

¢ A There are two main package types: Initial Client Package and Endpoint Security Client Packages.
¢ B. There is only the mitial package.

e C. There are two packages: one for Windows and one for MacOS.

¢ D. The administrator has to download all the appropriate packages from the UserCenter.

Ef: A

L2

There aretwo main package types: thelnitial Client PackageandEndpomnt Security Client Packages. Page

134 under "Uploading Client Packages to the Repository" distinguishes these: the Initial Client Package is for first-time installations,
while Endpoint Security Client Packages include updates or additional components.

Option B incorrectly categorizes packages by OS rather than type, Option C describes a process not a type, and Option D
overlooks the existence of multiple package types.

R #47
What does FDE software combine to authorize access to data on desktop computers and laptops?

A. OS boot protection and post-boot authentication

B. OS boot protection with pre-boot authentication and encryption
C. Post-logon authentication and encryption

D. Decryption

M
R

: B

HH #48
Full Disk Encryption (FDE) protects data at rest stored on a Hard Drive.

A. Hard Drive
B. RAM Drive
C. NFS Share
D. SMB Share

EfE: A

A -
Full Disk Encryption (FDE) in Check Point Harmony Endpoint is designed to protectdata at reststored on the Hard Driveof



desktops and laptops. This is explicitly outlined in theCP_R81.

20 Harmony Endpoint Server AdminGuide.pdfonpage 217, under the section "Check Point Full Disk Encryption," which states:
"Combines Pre-boot protection, boot authentication, and strong encryption to make sure that only authorized users are given access
to information stored on desktops and laptops." This indicates that FDE encrypts the entire hard drive, securing all data stored on it
when the device is powered off or in a resting state. Further clarification comes frompage 220, under "Volume Encryption," where it
discusses encrypting "volumes," referring to the hard drive partitions:

"Volume Encryption - Enable this option to encrypt specified volumes on the endpoint computer." Since a hard drive is the primary
local storage medium on endpoint devices,Option D ("Hard Drive")is the correct answer.

* Option A ("RAM Dirive")is incorrect because RAM (Random Access Memory) is volatile memory that does not store data at rest;
it loses data when power is off, unlike a hard drive.

* Option B ("SMB Share")andOption C ("NFS Share")are incorrect because these are network-based file shares (Server Message
Block and Network File System, respectively), not local storage devices protected by FDE. FDE focuses on local hard drives, not
network resources.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 217: "Check Point Full Disk Encryption” (describes protecting
data stored on desktops and laptops).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 220: "Volume Encryption" (confirms encryption targets hard drive
volures).
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