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R #30
You are deploying a ZigBee network based on the frequency band available for ZigBee deployment worldwide. What allowable
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action will do the most to minimize ZigBee and 802.11 interference?

A. Use the 2.4 GHz band for all 802.11 commumications
B. Use the 5 GHz band for all ZigBee commumications
C. Use the 5 GHz band for all 802.11 comnumications
D. Use the 6 GHz band for all ZigBee communications

IEf: C

R -

* Wi-Fiand Zigbee Interference: Both can operate in the 2.4 GHz band, leading to potential interference that degrades performance
for both networks.

* 5 GHz Advantages:

* Less crowded: Fewer devices operate in the 5 GHz band, reducing interference potential.

* Wider Channels: 5 GHz supports wider channels, enabling higher data throughput for Wi-Fi.

HH #31
You are creating documentation for a new wireless solution that is deployed in the organization.

Why is it important to document APIs in use within the system?

e A Itallows future support to implement APIs that have not been used at the time of deployment.

e B. If APIs are inuse, it typically indicates the use of custom scripts or application code. Future support will be easier when
the APIs in use are documented.

e (. The APIs in use will not fimction without this documentation. The documentation is linked to the executable process of the
APIs.

e D. If APIs are in use, it typically indicates that the vendor has not provided ideal support. Without documentation, you cannot
prove this reality for a discount.

IEf#: B

R -

Customization and Integrations: The presence of APIs often suggests a systemis integrated with other platforms or has custom+built
elements.

Understanding Dependencies: Documenting used APIs helps clarify how different parts of the system interact and where potential
issues might arise.

Troubleshooting Efficiency: Detailed API documentation aids in resolving problemns, allowing staff to assess interconnected systens
effectively.

Knowledge transfer: Future support teans won't have to reverse-engineer the system; documentation ensures smooth handover and
understanding,

H #32
‘What user authentication method is commonly used in guest Wi-Fi networks in the hospitality industry?

A. SIM cards

B. NTLM

C. Captive portal
D. Kerberos

EfE: C

A -

* Captive Portals for Guest Access: These are web pages that intercept users' requests before granting full internet access. They
often require agreeing to terns, entering basic information, or viewing ads.

* Hospitality Fit: Captive portals are simple to deploy, require mmimal user setup, and provide control for the hospitality provider
(e.g, usage limits).

* Why Other Options Are Less Common:

* NTLM: Microsoft authentication, mainly for corporate networks, too complex for casual guest use.

* Kerberos: Complex authentication for enterprise, overkill for guest Wi-Fi

* SIM Cards: Used in cellular devices, not for general Wi-Fi access.



References:
Captive Portals: Explanations of how they work and their use cases.
Guest Wi-Fi in Hospitality: Best practices highlight the prevalence of captive portals in this industry.

HP#33
What process, used for security in wireless solutions, is defined as the encoding of information to prevent readability by unauthorized
users?

A. Authorization
B. Encryption

C. Access Control
D. Authentication

Ef#: B

R -

* Encryption vs. Other Options:

* Access Control: Limits who can access data, but doesn't make it unreadable.

* Authentication: Validates user/device identity, but not focused on data confidentiality.

* Authorization: Determines the actions a user is allowed, separate from securing the data itself.

* How encryption works: Encryption uses algorithms and keys to turn plaintext into unreadable ciphertext. Only those with the
correct key can decrypt it.

* Data in motion vs. data at rest: Encryption protects sensitive mformation both when transmitted over the wireless network and
when stored on devices.

References:

Encryption standards and protocols: Resources on common wireless encryption types (WPA2, WPA3, TLS) and their
implementation.

HM #34
As an RF signal propagates it becomes weaker at any given measurement point as it gets farther away from the transmitter. What
concept is described?

e A. Beanwidth
¢ B. RF latency
e C. Diffraction
e D. Free Space Path Loss

EfE: D

L2

Free Space Path Loss (FSPL): Describes how a radio signal weakens as it travels through open space, even without obstacles. It's
caused by the signal spreading out, resulting in decreased power density at the receiver.

Calculation: FSPL depends on distance and frequency.
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