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Fortinet FCSS_SASE_AD-25 Exam Syllabus Topics:

Topic Details

¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with

Topic 1 compliance rules. The exam also includes key fumctions such as SIA, SSA, and SPA, alongside the design

of security profiles that perform effective content inspection. By combining these tasks, learners

demonstrate readiness to roll out secure and scalable deployments.
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¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the fundamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.

Topic 2

¢ Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

Topic 3 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of

Topic 4 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions

improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks

and cloud systemns.
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Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q18-Q23):

NEW QUESTION # 18

An organization must block user attempts to log in to non-company resources while using Microsoft Office
365 to prevent users from accessing unapproved cloud resources.

Which FortiSASE feature can you implement to meet this requirement?

A. DN filter with domain filter

B. web filter with inlne-CASB

C. data loss prevention (DLP) with Microsoft Purview Information Protection (MPIP)
D. application control with inline-CASB

Answer: B

NEW QUESTION # 19
When viewing the daily summary report generated by FortiSASE. the administrator notices that the report contains very little dat a.
What is a possible explanation for this almost empty report?

A. There are no security profile group applied to all policies.
B. The web filter security profile is not set to Monitor

C. Digital experience monitoring is not configured.

D. Logallowed traffic is set to Security Events for all policies.

Answer: D

Explanation:
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Ifthe daily summary report generated by FortiSASE contains very little data, one possible explanation is that the "Log allowed
traffic" setting is configured to log only "Security Events" for all policies. This configuration limits the amount of data logged, as it only
includes security events and excludes normal allowed traffic.

Log Allowed Traffic Setting;

The "Log allowed traffic" setting determines which types of traffic are logged.

When set to "Security Events," only traffic that triggers a security event (such as a threat detection or policy violation) is logged.
Impact on Report Data:

Ifthe log setting excludes regular allowed traffic, the amount of data captured and reported is significantly reduced.

This results in reports with minimal data, as only security-related events are included.

FortiOS 7.2 Administration Guide: Provides details on configuring logging settings for traffic policies.

FortiSASE 23.2 Docummentation: Explains the impact of logging configurations on report generation and data visibility.

NEW QUESTION # 20
Refer to the exhibit.

ENDPOINT PROFILE

Name [

Profile Configuration

Connection Protection Sandbox ZTNA FSSO Settings
Sandbox Mode Disabled HEIsSERIN Standalone FortiSandbox
Region Global
Time Offset UTC+00:00

wait for FortiSandbox Results @
before Allowing File Access

Timeout in seconds (i) 300

File Submission Options

All Filgs Exe€ute@®irom O
Removable Media

All Files Executed from ©
Mapped Network Drives

All Web Downloads ©
All Email Downloads | o
Remediation Actions

Action Aert & Notiy

Sandbox Detection Verdic! Clear Low High Malicious
Level

Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?




(Choose two.)

A. Allfiles executed on a USB drive will be sent to FortiSandbox for analysis.

B. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.
C. Allfiles will be sent to a on-premises FortiSandbox for inspection.

D. FortiClient quarantines only infected files that FortiSandbox detects as medium level.

Answer: A.B

Explanation:
The sandbox feature applies only to endpoints assigned this profile, and the configuration explicitly enables the submission of all files
executed from removable media (like USB drives) to FortiSandbox for analysis.

NEW QUESTION # 21
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO users can be imported into FortiSASE and added to user groups.

B. SSO identity providers can be integrated using public and private access types.
C. SSO is recommended only for agent-based deployments.

D. SSO overrides any other previously configured user authentication.

Answer: D

Explanation:
In FortiSASE, Single Sign-On (SSO) takes precedence and overrides other configured user authentication methods, ensuring a
centralized and streamlined authentication process across services.

NEW QUESTION # 22
Which statement describes the FortiGuard forensics analysis feature on FortiSASE?

A. Tt is a 24x7x365 monitoring service of your FortiSASE environment.

B. It can monitor endpoint resources in real-time.

C. It can help customers identify and mitigate potential risks to their network.
D. It can help troubleshoot user-to-application performance issues.

Answer: C

Explanation:

The FortiGuard forensics analysis feature on FortiSASE is designed to help customers identify and mitigate potential risks to their
network . This feature provides detailed insights into suspicious activities, threats, and anomalies detected by FortiSASE. By
analyzing logs, traffic patterns, and threat intelligence, FortiGuard forensics enables administrators to investigate incidents, understand
their root causes, and take proactive measures to secure the network.

Here's why the other options are incorrect:

A . It can help troubleshoot user-to-application performance issues: Performance troubleshooting is typically handled by features like
Digital Experience Monitoring (DEM) or application performance monitoring tools, not forensics analysis.

C . It can monitor endpoint resources in real-time: Real-time endpoint monitoring is a function of endpoint security solutions like
FortiClient or FortiEDR, not FortiGuard forensics analysis.

D. It is a 24x7x365 monitoring service of your FortiSASE environment: While Fortinet offers managed services for continuous
monitoring, FortiGuard forensics analysis is not a dedicated monitoring service. Instead, it focuses on post-incident mvestigation and
risk mitigation.

Fortinet FCSS FortiSASE Documentation - FortiGuard Forensics Analysis

FortiSASE Administration Guide - Threat Detection and Response

NEW QUESTION # 23
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