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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q126-Q131):

NEW QUESTION # 126
What is the best practice for handling voice traffic with dynamic segmentation on AOS-CX switches?

A. Central authentication and port-based tunneling of the voice traffic.
B. Switch authentication and user-based tunneling of the voice traffic.
C. Controller authentication and port-based tunneling of all traffic

D. Switch authentication and local forwarding of the voice traffic

Answer: D

Explanation:

This is the best practice for handling voice traffic with dynamic segmentation on AOS-CX switches. Dynamic segmentation is a
feature that allows AOS-CX switches to tunnel user traffic to a controller or another switch based on user roles and policies. For
voice traffic, it is recommended to use switch authentication and local forwarding, which means the voice devices are authenticated
by the switch and their traffic is forwarded locally without tunneling. This reduces latency and jitter for voice traffic and improves
voice quality. The other options are incorrect because they either use central authentication or tunneling, which are not optimal for
voice traffic. Reference: https:/www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch05. html
httpsy//www.arubanetworks.convassets/ds/DS _ AOS-CX.pdf

NEW QUESTION # 127
Match the appropriate QoS concept with its definition. (Options may be used more than once or not at all.)

Bes! Efforn Service
A method for classifying network traffic atlayer-2 by marking 802 1Q VLAN Etheme! frames with one of eignt serv
classes
Differentiated Services
A method for classifying network tramc at layer-3 by marking packets with one of 64 different service classes
~lass of Service
Amethod where traffic 1S treatea equally in a first-come, first-served manner

A method for'classifying network traffic using access categories based on the |IEEE 802 11e QoS standard

Answer:

Explanation:

Best Effort Service

Answer Area “

Bes! Effor! Service A method for classifying network traffic at layer<2 by marking S0Z 7@ VLAN Ethemet frames with one of eight servi
classes

Differentialed Services
F iferentiated Services A method for classifying network,rafme at layer-3 by marking packets with one of 64 different service classes

rlass of Service
lass of Service A method where traffic IS tréatéd equally in a first-come, first-served manner
F.I.\l. ‘ 2

P ‘ A methad Tor ciassifying network traffic using access categories based on the |EEE 802 11e QoS standard

Explanation:

QoS concept: Class of Service Definition: 3) A method for classifying network traffic using access categories based on the IEEE
802.11e QoS standards QoS concept: Differentiated services Definition: 2) A method for classifying network traffic at layer-3 or
marking packets with one of 64 different service classes QoS concept: WMM Definition: 4) A method for classifying network traffic
using access categories based on the IEEE 802.11e QoS standards

NEW QUESTION # 128
Match the topics of an AOS10 Tunneled mode setup between an AP and a Gateway. (Options may be used more than once or not
at all)
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NEW QUESTION # 129
Which feature allows the device to remain operational when a remote link failure occurs between a Gateway cluster and a RADIUS
server that is either in the cloud or a datacenter?

A. Opportunistic key caching
B. MAC caching

C. MAC Authentication

D. Authentication survivability

Answer: D

Explanation:

Authentication survivability is a feature that allows the device to remain operational when a remote link failure occurs between a
Gateway cluster and a RADIUS server that is either in the cloud or a datacenter. Authentication survivability enables the Gateway
cluster to cache successful authentication requests from the RADIUS server and use them to authenticate clients when the RADIUS
server is unreachable. Authentication survivability also allows clients to use MAC caching or MAC authentication bypass (MAB)
methods to access the network when the RADIUS server is down. Reference:

httpsy//www.arubanetworks.comvassets/tg/ TG _AuthSurvivability. pdf

NEW QUESTION # 130
A customer is concerned about me unprotected traffic between an AOS-CX switch and a gateway, running on AOStO. What is a
feasible option to protect this traffic?



A. Tmplement a GRE tunnel to protect PAPI between the AOS-CX switches and the gateway

B. Implement an MDS HMAC function lo protect PAPI between the AOS-CX switches and the gateway
C. Implement an IPSec tunnel to protect PAPI between the AOS-CX switches and the gateway

D. no action is needed, an RSA certificate already encrypts the traffic

Answer: C

Explanation:

According to the Aruba Documentation Portall, PAPI (Port Aggregation Protocol) is a protocol that allows muiltiple physical ports
to be aggregated into a single logical port for increased bandwidth and performance. PAPI can be used between AOS-CX switches
and gateways, or between AOS-CX switches and other devices.

Option A: Implement an IPSec tunnel to protect PAPI between the AOS-CX switches and the gateway This is because option A
shows how to implement an IPSec tunnel between two devices using the interface command and the ipsec command. An IPSec
tunnel can provide encryption and authentication for PAPI traffic between two devices, such as an AOS-CX switch and a gateway.

NEW QUESTION # 131
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