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NEW QUESTION # 375

&5 3

NightCore — ZX MM KB B BB B3, BERBETHY. SWER. BiusREBMATERAD. £87
MR ML & EHERFASMS)—F £, NightCoreZE7t— FKRBMWMEITISO/NEC 27001 B H E % .

REMMAER T IR AEZRARNEE, RREEEERAEN. GRAEAREE. EMZememEteg
HTHEASENEREH, WHEMMES.

fhp i pe SR ET IR AMRRE N ER B ERE, HihaesH Mg Es R A BOE AR, 4o th T
NightCore I AH A4 8 = B A 21 98 B8 DA 2 38 Y A L SE 5 T8 B VA VA AR ZOR TR 2 B A

Fit BB S EAER TS, RSB TR A ERNASR. F5EREBE, RERAE e RE L&
BIE A PR AA R, EFFHBED, BOBRERAT, WRREERNSZRFERNSE LT REER
&, #Fat A\ B EEM M B R AP LSRR T S, WK TEE,

FEFRTBRET, Fit AR T M NightCore¥ 3l 22 2 R S (ISMSEE1F M &I A% ] B S A4 R B E
FCo B ECER T B NightCore A B LB B A KBS AR b, FitARBESE T /R RBERT
it 4 B K A B

PE3E TN BRARFE B, NightCorel Ak & i A\ Z AR B 7KGE H 28 M Bl 18R M8 F 7T & KISO/IEC 27001328
i, NightCore CfliF FE M M, HEBAZRE, WMRTHAERBATENEE.

il

FEH NightCorel /T FaH M, FEH AR BB T HAZEEHEAGISMS)BEN R, BERERE. &
EFEEAMP OB E . Fat A B EHNightCorel 17 118 5t R T MR LSRR R R 48 2

o A WBEE
o B. BEYEEHTEE
o C. /i ESCRREE

Answer: B

Explanation:

The auditors primarily collected physical and technical evidence, making option B the correct answer.

Physical and technical evidence refers to evidence obtained through direct observation of systems, configurations, and operational
practices, as well as inspection of tangible or technical elements within the organization's environment.

In the scenario, the auditors reviewed firewall configurations, examined operational planning and control activities, and inspected the
mventory of mformation and associated assets. Firewall configurations are a clear example of technical evidence, as they nvolve
system settings and security mechanisims that can be directly reviewed and validated. Asset inventories, while documented, are often
verified through physical or system level inspection to confirm their accuracy and completeness. Operational planning and control
observations involve witnessing how processes are executed in practice, which also constitutes physical or technical evidence.
Option A is incorrect because analytical and documentary evidence would primarily involve reports, metrics, trend analysis, or
formal documents without direct system inspection. While some documentation was reviewed, the scenario emphasizes inspection
and observation of operational and technical controls. Option C is incorrect because mathematical evidence is not a recognized audit
evidence category under ISO standards.

ISO 19011 recognizes observation and inspection as valid methods for collecting audit evidence, particularly when assessing the
effectiveness of technical and operational controls. Therefore, the evidence collected in this audit is best classified as physical and
technical evidence.
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Answer: C

Explanation:
Information or data that are classified as public do not require labeling. Public information or data are those that are intended for



general disclosure and have no impact on the organization's operations or reputation if disclosed. Labeling is a method of
implementing classification, which is a process of structuring information according to its sensitivity and value for the organization.
Labeling helps to identify the level of protection and handling required for each type of information. Information or data that are
classified as internal, confidential, or highly confidential require labeling, as they contain information that is not suitable for public
disclosure and may cause harm or loss to the organization if disclosed. References: : CQI & IRCA ISO 27001:

2022 Lead Auditor Course Handbook, page 34. : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 37. :
[ISO/IEC 27001 LEAD AUDITOR - PECB], page 14.

NEW QUESTION # 377
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Answer:

Explanation:

Explanation:

"An audit finding is the result of the evaluation of the collected audit evidence against audit criteria." The words that best complete the
sentence to describe an audit finding are evaluation and evidence. According to ISO 19011:2022, an audit finding is the result of the
evaluation of the collected audit evidence against audit criterial2. The other options are either not related to the definition of an audit
finding or do not fit the sentence grammatically. References: 1: ISO 19011:2022, Guidelines for auditing management systerns,
Clause 3.11 \n2: PECB Certified ISO/IEC 27001 Lead Auditor Exam Preparation Guide, Domain 5:

Conducting an ISO/IEC 27001 audit
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Answer: B,E

Explanation:

According to the PECB Candidate Handbook 1, one of the principles of auditing is confidentiality, which means that auditors should
respect the confidentiality of information obtained during the audit and not disclose it to unauthorized parties. The handbook also
states that auditors should only report audit results to those who have a legitimate need to know, such as the client, the auditee, and
the certification body. Therefore, sharing the findings with other relevant managers in A or B's other customers would be a breach of
confidentiality, as they are not directly involved in the audit process or the information security management system of B.

Sharing the findings with B's Information Security Manager or other relevant managers in B would be appropriate, as they are part of
the auditee organization and responsible for the implementation and improvement of the ISMS. Sharing the findings with A's supplier
evaluation team or B's certification body would also be acceptable, as they have a legitimate need to know the audit results for the
purpose of supplier selection or certification, respectively. Reference: 1: PECB Candidate Handbook - ISO 27001 Lead Auditor,
pages 7-8.
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Answer: A



Explanation:

The purpose of a follow-up audit is to verify the completion and effectiveness of corrective actions taken by the auditee in response
to the nonconformities identified in a previous audit]. A follow-up audit is a type of audit that is conducted after an nitial audit, and it
focuses on the specific areas where nonconformities were found and corrective actions were agreed upon2. A follow-up audit can
be conducted as a separate audit or as part of a scheduled audit, depending on the nature and severity of the nonconformities and
the audit programme objectives3.

The other options are not the purpose of a follow-up audit, but rather the purpose of other types of audits. For exanple:

*Option A is the purpose of a performance audit, which is a type of audit that evaluates the effectiveness of the management system
in achieving its intended results4.

*Option B is the purpose of a compliance audit, which is a type of audit that verifies the conformity of the management system with
the specified requirements, such as the ISMS objectivesS.

*Option C is the purpose of a process audit, which is a type of audit that examines the inputs, activities, outputs, and interactions of
a specific process within the management system, such as the risk treatment process.

References:

1:1SO 19011:2018, 6.7;

2:1S0O 19011:2018, 3.7;

3:1SO 19011:2018, 5.5.2;

4:1S0O 19011:2018,3.6;

5:1SO 190112018, 3.5;

6:1SO 19011:2018, 3.4;

7:1SO 19011:2018;

8:1SO 19011:2018;

9:1SO 19011:2018;

10:1SO 19011:2018;

11:1SO 19011:2018;

12: [ISO 19011:22018]
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