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¢ Wireless Technologies: This section of the exam measures the skills of Wireless Architects and covers
foundational knowledge of wireless 10T technologies and their applications. It includes mamtaining
awareness of emerging technologies through research, understanding common applications and their
associated frequencies and protocols, and familiarity with key standards organizations like IEEE, IETF,

bEY 71 and Wi-Fi Alliance. The domain also encompasses defining various wireless network types including

WLAN, WPAN, and IoT implementations across industries, along with understanding the hardware and

software components of [oT devices and gateways, covering processors, memory, radios, sensors, and

operating systerrs.
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¢ Supporting Wireless Solutions: This section of the exam measures the skills of Wireless Support Engineers
and focuses on the ongoing administration and support of wireless solutions across various vertical
markets. It involves administering solutions in healthcare, industrial, smart cities, retail, and other
environments while troubleshooting common problens including interference, configuration issues, and
bEY 72 hardware malfinctions. The domain includes determining the best use of scripting and programming
solutions for IoT implementations, understanding data structures and APIs, and comprehending networking
and security protocols. It also covers understanding application architectures and their impact on wireless
solutions, including single-tier and multi-tier architectures, database systens, and application servers.

¢ Inplementing Wireless Solutions: This section of the exam measures the skills of Wireless Implementation
Specialists and covers the practical implementation of wireless IoT solutions. It involves understanding key
issues related to automation, integration, monitoring, and management, and using best practices in
implementation,n including pilot testing, configuration, mnstallation, and documentation. The domain includes
hEY 73 validating implementations through testing and troubleshooting, performing installation procedures including
equipment mounting and connectivity configuration, and implementing security solutions covering
authentication, authorization, and encryption. It also encompasses knowledge transfer practice,s including
staff training and solution documentation.

¢ Radio Frequency Commumications: This section of the exam measures the skills of RF Engineers and
focuses on the fundamental principles of radio frequency communications. It involves explaining RF wave
characteristics such as frequency, wavelength, and amplitude, and understanding behaviors like
amplification, attenuation, and free space path loss. The domain covers describing modulation techniques
mcluding ASK, FSK, PSK, and QAM, and explaining the capabilities of RF components like radios,
anternas, and cabling, It also includes describing the use and capabilities of different RF bands in terms of
communication ranges and power levels.

FEY 74

¢ Planning Wireless Solutions: This section of the exam measures the skills of IoT Solutions Architects and
encompasses the planning phase of wireless IoT solutions. It involves identifying system requirements,
including use cases, capacity needs, security requirements, and integration needs, while considering
constraints such as budgetary, technical, and regulatory limitations. The domain includes selecting
appropriate wireless solutions based on requirements, planning for technical needs, including LAN

¢ WAN networking and frequency coordination, and understanding the capabilities of common wireless IoT
solutions like Bluetooth, Zigbee, and LoRaWAN, along with location services and methods.
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H #44
You must plan for encryption in a wireless solution deployment. What type of data should always be encrypted? (Choose the single
best answer.)

A. Sensitive data in memory

B. Non-sensitive data at rest

C. Non-sensitive data in archives
D. Sensitive data in transmission

Ef#: D
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* Most Vulnerable In Transit: Sensitive data (passwords, health information, etc.) is most susceptible to interception while being sent
over a wireless network. Encryption is crucial at this stage.

* Encryption at Rest and in Memory: While also important, these are often handled with different cryptographic techniques
depending on the system

References:

Wireless Security Protocols: Details on encryption standards like WPA2/WPA3, TLS that focus on protecting data during
transmission.

HMA #45
‘Which metric is MOST useful for evaluating wireless coverage for an IoT sensor with low receiver sensitivity?

A. MTU size
B. Latency

C. Throughput
D. RSSI

Ef#E: D

R -
Low-sensttivity sensors require sufficient signal strength (RSSI) for stable operation. Throughput and latency are less relevant for
low-data [oT devices.

B #46
When deploying devices in an indoor manufacturing environment, which IP rating is more likely to be required?

o A TP47
e B.IP38
o C.IP46
e D.IP66

IEf#: D
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* TP Ratings & Manufacturing; IP66 provides:

* Dust-tight: (First '6") Complete protection against dust ingress.

* Powerful Water Jets: (Second '6") Protection against strong water jets from any direction.

* Harsh Manufacturing Environments: IP66 is common due to dust, dirt, and potential exposure to liquids during cleaning or spills.
References

* TP Ratings: https:/en.wikipedia.org/wikvIP_Code

R #47
‘What organization maintains and publishes the 802.15.4 Standard?

A. Zigbee Alliance
B. Bluetooth SIG
C. IEEE

D. IETF

Ef: C

AR :

* TEEE 802.15.4: The IEEE 802.15.4 standard is a fundamental specification for low-rate wireless personal area networks (LR-
WPAN:S). It serves as the basis for many wireless IoT protocols.

* IEEE's Role: The Institute of Electrical and Electronics Engineers (IEEE) is the organization responsible for creating, maintaining,
and publishing the 802.15.4 standard.

References

* TEEE 802.15.4 Standard: https’/standards.ieee.org/standard/802_15 4-2020.html



* IEEE Website: https//www.ieee.org/

HH #48
A Wi-Fi enabled weight scale is an example of what kind of health IoT device?

Ef#:
fEE -

A. wearable

B. injectable

C. non-wearable
D. implantable

C

Health IoT Device Categories:

Wearable: Devices worn on the body (smartwatches, fitness trackers).

Non-wearable: Devices used without being worn (smart scales, connected medical equipment).
Implantable: Surgically inserted devices (pacemakers, glucose monitors).
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