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M #324
Which of the following tools can be used as penetration tools in the Information system auditing process?
Each correct answer represents a complete solution. Choose two.

A. SARA
B. Snort

C. Nessus
D. Nmap
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Which of'the following procedures is designed to enable security personnel to identify, mitigate, and recover from
malicious computer incidents, such as unauthorized access to a system or data, denialof-service, or unauthorized
changes to system hardware, software, or data?

A. Crisis Communication Plan

B. Disaster Recovery Plan

C. Occupant Emergency Plan

D. Cyber Incident Response Plan
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John works as a professional Ethical Hacker. He is assigned a project to test the security of www.weare- secure.com. He installs a

rootkit on the Linux server of the We-are-secure network. Which of the following statements are true about rootkits?
Each correct answer represents a complete solution. Choose all that apply.

¢ A They allow an attacker to set a Trojan in the operating system and thus open a backdoor for anytime access.
¢ B. They allow an attacker to replace utility programms that can be used to detect the attacker's activity.

¢ C. They allow an attacker to run packet sniffers secretly to capture passwords.

e D. They allow an attacker to conduct a buffer overflow.
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R #327
Which of the following tools can be used to detect the steganography?

A. ImageHide
B. Dskprobe
C. Blindside
D. Snow
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E R #328
Which of the following functions can be used as a countermeasure to a Shell Injection attack?
Each correct answer represents a complete solution. Choose all that apply.

A. escapeshellarg()

B. mysql real escape string()
C. regenerateid()

D. escapeshellemd()
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