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NEW QUESTION # 174
Which of'the following updates is responsible for ensuring proper communication between hardware devices and the operating
system?
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A. Firmware updates
B. Device drivers

C. Application updates
D. Windows Update

Answer: B

Explanation:

Device drivers are software prograns that facilitate communication between hardware devices (such as printers, graphics cards, or
network adapters) and the operating system. Updating device drivers is important as it can enhance compatibility, performance, and
resolve known issues or security vulnerabilities.

NEW QUESTION # 175
What is the purpose of a disaster recovery plan (DRP)?

A. To prevent the occurrence of disasters or disruptive events

B. To provide a secondary data storage location for backup purposes

C. To outline procedures and strategies for recovering critical systems and data after a disaster
D. To regularly test the effectiveness of backup systems and processes

Answer: C

Explanation:

A disaster recovery plan (DRP) is a documented set of procedures and strategies designed to guide an organization during the
recovery process after a disaster or disruptive event has occurred. It encompasses the recovery of critical systens, applications, and
data to ensure continuity of operations.

NEW QUESTION # 176
Which of the following is an example of a network vulnerability?

A. Using a strong password

B. Encrypting sensitive data

C. Running outdated and unpatched software
D. Implementing a firewall

Answer: C

Explanation:

Running outdated and unpatched software is an example of a network vulnerability. Software updates often include patches to fix
security vulnerabilities that have been discovered. Failing to install these updates or using outdated software increases the risk of an
attacker exploiting known vulnerabilities to gain unauthorized access or compromise the network.

NEW QUESTION # 177
Move each scenario from the list on the left to the correct type of attacker on the right.
Note: You will receive partial credit for each correct answer.

Answer:

Explanation:

NEW QUESTION # 178
How do threat actors launch ransomware attacks on organizations?

e A They lock data and deny access to the data until they receive money.
¢ B. They implant malware to collect data from the corporation's financial system
e (. They deface an organization's public-facing website.



¢ D. They secretly spy on employees and collect employees' personal information.
Answer: A

Explanation:

The CCST Cybersecurity course describes ransomware as a form of malicious software that encrypts or locks access to an
organization's data, demanding payment for its release.

"Ransomware is a type of malware that denies access to data by encrypting it and demands payment from the victim to restore
access. Threat actors may deliver ransomware through phishing emails, malicious downloads, or exploiting vulnerabilities in exposed
systens." (CCST Cybersecurity, Essential Security Principles, Malware Types and Threats section, Cisco Networking Academy) A
describes spyware or information-stealing malware.

B is website defacement, which is vandalism, not ransonmware.

C s correct: locking/encrypting data and demanding payment is the defining behavior of ransomware.

D is more aligned with insider threat or espionage activities.

NEW QUESTION # 179
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