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EZR #292
Which of the following threats is a combination of worm, virus, and Trojan horse characteristics?

A. Heuristic
B. Spyware
C. Rootkits
D. Blended

IEf@E: D

H R #293

Which of the following procedures is designed to enable security personnel to identify, mitigate, and recover from malicious
computer incidents, such as unauthorized access to a system or data, denialof-service, or unauthorized changes to system hardware,
software, or data?

A. Crisis Communication Plan

B. Cyber Incident Response Plan
C. Disaster Recovery Plan

D. Occupant Emergency Plan
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Adam works as a Penetration Tester for Umbrella Inc. A project has been assigned to him check the security of wireless network of
the company. He re-injects a captured wireless packet back onto the network. He does this hundreds of times within a second. The
packet is correctly encrypted and Adam assumes it is an ARP request packet. The wireless host responds with a stream of
responses, all individually encrypted with different [Vs.

Which of the following types of attack is Adam performing?

A. Replay attack

B. Network injection attack
C. Caffe Latte attack

D. MAC Spoofing attack

Ef#: A
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Adamworks as a Network administrator for Umbrella Inc. He noticed that an ICMP ECHO requests is coming from
some suspected outside sources. Adam suspects that some malicious hacker is trying to perform ping sweep attack on
the network of the company. To stop this malicious activity, Adam blocks the ICMP ECHO request from any outside
sources.

What will be the effect of the action taken by Adam?

A. Network is still vulnerable to ping sweep attack.

B. Network turns completely immune from the ping sweep attacks.

C. Network is protected from the ping sweep attack until the next reboot of the server.
D. Network is now vulnerable to Ping of death attack.
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A #296
‘Which of'the following prograns is used for bypassing normal authentication for securing remote access to a
computer?

e A. Adware
e B. Spyware
e C. Worm

e D. Backdoor
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