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NEW QUESTION # 31 
A company is setting up a RADIUS server for their wireless network authentication. They want to use a certificate with a generic
CN for all their ClearPass RADIUS servers. What must they ensure for the certificate to be valid for the clients managed by an
Active Directory domain?

A. The CN must match the exact hostname of each RADIUS server.
B. The domain component of the CN must be a domain that the client can verify.
C. The SAN must include the IP addresses of all RADIUS servers.

Answer: B

Explanation:
When Active Directory-joined clients perform 802.1X authentication (such as EAP-PEAP or EAP-TLS), they validate the server's
certificate against their trusted root CAs and their domain configuration. For a certificate with a generic Common Name (CN) to be
trusted, its domain component must align with a domain the client recognizes and can verify. If the domain in the certificate's CN is
completely foreign to the client's trusted environment, the supplicant will likely trigger a certificate warning or fail the connection
entirely.

NEW QUESTION # 32 
An IT administrator wants to improve the user experience during the login process by reducing unnecessary redirects and ensuring
users receive immediate feedback on credential validity. Which approach should the administrator implement?

A. Increase the timeout period for RADIUS communication.
B. Configure the NAD to handle more simultaneous connections.
C. Enable the pre-authentication check in the ClearPass login process.

Answer: C

Explanation:
Without Pre-Authentication , a user might submit incorrect credentials, be redirected to the controller, have the controller send a
RADIUS request, and then be redirected back to the portal with an error message. This
"ping-pong" effect is slow and confusing. Enabling the pre-authentication check allows ClearPass to validate the credentials
immediately while the user is still on the web page, providing instant feedback and eliminating the extra redirects for failed attempts.

NEW QUESTION # 33 
An organization hosting a large conference expects over 500 guests to require network access. They want to streamline the process
and reduce the burden on their internal staff. Which feature should they implement to achieve this goal?

A. Basic guest access with internal account creation
B. Guest access with pre-shared keys
C. Guest access with self-registration

Answer: C

Explanation:
For high-density events like conferences, manual account creation by IT staff is unscalable. Self-registration allows guests to navigate
to a portal, enter their own details, and receive credentials without any administrative intervention. This offloads the entire
management burden from the internal staff while still allowing the organization to collect visitor data and enforce terms of service.

NEW QUESTION # 34 
An IT specialist is trying to create a reliable profile for a new endpoint device using ClearPass.
They want to ensure the profiling is as accurate as possible. What approach should they take?

A. Rely solely on the DHCP network function for profiling.
B. Only the HTTP network function is used to detect device fingerprints.
C. Interface multiple profiling collectors between the client device and ClearPass.

Answer: C



Explanation:
Using multiple profiling collectors allows ClearPass to gather a wider range of device characteristics and behaviors from different
network interaction points. Correlating data from several collectors significantly improves profiling accuracy and reliability for new
endpoint device types.

NEW QUESTION # 35 
In a corporate network secured with 802.1X authentication, a client device initially receives a quarantine role due to an unknown
posture token. After the client completes a health check using the dissolvable OnGuard agent, the health information is processed by
the WEBAUTH service.
How does ClearPass utilize this information during the client's second authentication attempt?

A. ClearPass references the cached posture token to determine the appropriate enforcement policy.
B. ClearPass requires the client to complete another health check before allowing network access.
C. ClearPass automatically assigns the client to a guest VLAN without further validation.

Answer: A

Explanation:
After the health check is completed, ClearPass stores the resulting posture token. During the subsequent 802.1X authentication,
ClearPass retrieves this cached posture token and uses it to evaluate posture compliance and apply the correct enforcement policy
without requiring the health check to be repeated.

NEW QUESTION # 36
......
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