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il =8 #80
Misconfigured smart contracts can allow which type of scam to occur?

A. Rug pull

B. SIM

C. Phishing

D. Ransomware

BER: A

i RELES B -

Misconfigured or poorly designed smart contracts can enable rug pull scans, where developers create fraudulent decentralized
finance (DeFi) projects or tokens and then withdraw liquidity or finds abruptly, leaving investors with worthless assets.
Phishing (A) and SIM attacks (B) relate to social engineering and telecom fraud, respectively, and ransomware (D) is malware
demanding payment. Rug pulls specifically exploit smart contract vulnerabilities.

The DFSA and AML thematic reviews on crypto highlight rug pull scams as a key operational and financial crime risk linked to
smart contract vulnerabilities.

R #81
Which is an example of "structuring” in crypto transactions?

A. Sending multiple sub-threshold transactions to avoid reporting,
B. Exchanging one crypto for another.
C. Using a decentralized exchange.

D. Engaging in staking.
EXR: A

fE AR A -
Structuring (smurfing) involves breaking transactions into smaller amounts to evade AML reporting thresholds, a classic ML tactic.

R R #82
Which blockchain features built-in privacy measures to prevent tracing and conceal ownership and flow of illicit finds?

A. Ethereum
B. Monero
C. Cardano
D. Polygon

Z%: B

SRR

Monero is a privacy-focused blockchain designed with built-in features like ring signatures, stealth addresses, and confidential
transactions to obfuscate sender, receiver, and transaction amounts, making tracing difficult.

Cardano, Polygon, and Ethereum are not designed primarily with these privacy features and have publicly traceable ledgers, although
privacy solutions may be layered on.

FIRE #83
Which token type should be considered as carrying the highest risk when assessing the AML risks related to the customer’s source
of funds?

A. Stablecoin
B. Privacy
C. Platform

D. Security
: B

b
o
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Privacy tokens are specifically designed to obfuscate transaction details such as sender, recipient, and amounts, making them
inherently high risk for money laundering and terrorist financing. Their anonymity-enhanced features pose significant challenges to
AML efforts.

Stablecoins (B), platform tokens (C), and security tokens (D) have varying risk profiles but generally provide more transparency or
are subject to regulatory frameworks, reducing inherent AML risk compared to privacy tokens.

FATF and DFSA AML frameworks highlight privacy tokens as a priority for enhanced due diligence and risk mitigation due to their
abuse potential.

il /8 #84
‘When enhances international cooperation with regard to law enforcement investigations of virtual asset (VA) crimes?

¢ A Join Financial Action Task Force to access the network of jurisdictions
¢ B. Establish a new Independent state agency for VAs.

e C. Designate a financial Intelligence unit

¢ D. Develop smart contracts for information sharing.

ER: C

i RE B -

Enhanced international cooperation in VA crime investigations is most effective when jurisdictions designate and empower Financial
Intelligence Units (FIUs) that can share mtelligence, coordinate cross-border nvestigations, and liaise with counterparts
internationally.

While FATF membership (A) facilitates cooperation, the operational hub for nvestigations is the FIU. Establishing new agencies (B)
or smart contracts for sharing (C) are not established or effective methods.

DFSA guidance and FATF recommendations stress the central role of FIUs in enhancing cooperation and mtelligence sharing for
AML/CFT, including virtual assets.
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