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NEW QUESTION # 229 
A healthcare system recently suffered from a ransomware incident. As a result, the board of directors decided to hire a security
consultant to improve existing network security. The security consultant found that the healthcare network was completely flat, had
no privileged access limits, and had open RDP access to servers with personal health information. As the consultant builds the
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remediation plan, which of the following solutions would BEST solve these challenges?
(Choose three.)

A. PAM
B. Remote access VPN
C. BGP
D. Network segmentation
E. MFA
F. NAC
G. SD-WAN

Answer: A,D,E

Explanation:
B: PAM (Privileged Access Management): This solution would help limit privileged access to the network and ensure that only
authorized users can access sensitive information.
D: MFA (Multi-Factor Authentication): This solution would add an additional layer of security to prevent unauthorized access to the
network.
E: Network Segmentation: This solution would help isolate different parts of the network and reduce the attack surface by creating
distinct security zones for different types of resources, such as servers containing personal health information.

NEW QUESTION # 230 
Due to locality and budget constraints, an organization's satellite office has a lower bandwidth allocation than other offices in the
organization. As a result, the local security infrastructure staff is assessing architectural options that will help preserve network
bandwidth and increase speed to both internal and external resources while not sacrificing threat visibility.
Which of the following would be the BEST option to implement?

A. Content delivery network
B. Local caching
C. Distributed connection allocation
D. SD-WAN vertical heterogeneity

Answer: D

Explanation:
Explanation
SD-WAN (software-defined wide area network) vertical heterogeneity is a technique that can help preserve network bandwidth
and increase speed to both internal and external resources while not sacrificing threat visibility. SD-WAN vertical heterogeneity
involves using different types of network links (such as broadband, cellular, or satellite) for different types of traffic (such as voice,
video, or data) based on their performance and security requirements. This can optimize the network efficiency and reliability, as well
as provide granular visibility and control over traffic flows. Distributed connection allocation is not a technique for preserving
network bandwidth and increasing speed, but a method for distributing network connections among multiple servers or devices.
Local caching is not a technique for preserving network bandwidth and increasing speed, but a method for storing frequently
accessed data locally to reduce latency or load times. Content delivery network is not a technique for preserving network bandwidth
and increasing speed, but a system of distributed servers that deliver web content to users based on their geographic location.
Verified References:
https://www.comptia.org/blog/what-is-sd-wan
https://partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 231 
A junior developer is informed about the impact of new malware on an Advanced RISC Machine (ARM) CPU, and the code must
be fixed accordingly. Based on the debug, the malware is able to insert itself in another process memory location.
Which of the following technologies can the developer enable on the ARM architecture to prevent this type of malware?

A. Virtual memory encryption
B. Total memory encryption
C. Execute never
D. No-execute



Answer: D

NEW QUESTION # 232 
A bank is working with a security architect to find the BEST solution to detect database management system compromises. The
solution should meet the following requirements:
- Work at the application layer
- Send alerts on attacks from both privileged and malicious users
- Have a very low false positive
Which of the following should the architect recommend?

A. UTM
B. DAM
C. NIPS
D. WAF
E. FIM

Answer: B

Explanation:
A DAM solution is a security tool that monitors and analyzes database activity for signs of compromise or malicious activity. It is
designed to work at the application layer and can send alerts on attacks from both privileged and malicious users. A DAM solution
can also have a very low false positive rate, making it an effective tool for detecting database management system compromises.

NEW QUESTION # 233 
A security architect is implementing a web application that uses a database back end. Prior to the production, the architect is
concerned about the possibility of XSS attacks and wants to identify security controls that could be put in place to prevent these
attacks.
Which of the following sources could the architect consult to address this security concern?

A. OVAL
B. IEEE
C. SDLC
D. OWASP

Answer: D

Explanation:
OWASP is a resource used to identify attack vectors and their mitigations, OVAL is a vulnerability assessment standard OWASP
(Open Web Application Security Project) is a source that the security architect could consult to address the security concern of
XSS (cross-site scripting) attacks on a web application that uses a database back end. OWASP is a non-profit organization that
provides resources and guidance for improving the security of web applications and services. OWASP publishes the OWASP Top
10 list of common web application vulnerabilities and risks, which includes XSS attacks, as well as recommendations and best
practices for preventing or mitigating them. SDLC (software development life cycle) is not a source for addressing XSS attacks, but
a framework for developing software in an organized and efficient manner.
OVAL (Open Vulnerability and Assessment Language) is not a source for addressing XSS attacks, but a standard for expressing
system configuration information and vulnerabilities. IEEE (Institute of Electrical and Electronics Engineers) is not a source for
addressing XSS attacks, but an organization that develops standards for various fields of engineering and technology. Verified
References: https://www.comptia.org/blog/what-is- owasp https://partners.comptia.org/docs/default-source/resources/casp-content-
guide
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