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ECCouncil EC-Council Certified DevSecOps Engineer (ECDE) 312-97
Priifungsfragen mit Losungen (Q54-Q59):

54. Frage

(Kenneth Danziger is a certified DevSecOps engineer, and he recently got a job in an IT company that develops software products
related to the healthcare industry. To identify security and compliance issues in the source code and quickly fix them before they
impact the source code, Kenneth would like to ntegrate WhiteSource SCA tool with AWS. Therefore, to integrate WhiteSource
SCA Tool in AWS CodeBuild for mitiating scanning in the code repository, he built a buildspec.yml file to the source code root
directory and added the following command to pre-build phase curl -LJOhttps:/github.com/whitesource/unified-agent-
distribution/raw/master/stand Alone/wss_agent.sh. Which of the following script files will the above step download in Kenneth
organization's CodeBuild server?.)

A. wss_agent.sh.
B. cbs_agent.sh.
C. aws_agent.sh.
D. ssw_agent.sh.

Antwort: A

Begriindung;

The command shown in the pre-build phase explicitly targets a script namedwss_agent.sh. The curl -LJO flags mean: -L follows
redirects, -J honors the server-provided filename in the Content-Disposition header (when present), and -O writes output to a local
file using the remote name. Since the requested path ends with wss_agent.sh, the downloaded file on the AWS CodeBuild server
will be wss_agent.sh. This script is the WhiteSource (now commonly referred to as Mend in many environments) unified agent shell
wrapper used to run SCA scans as part of a CI pipeline. Integrating SCA during the Build and Test stage helps detect vulnerable
open-source dependencies and licensing/compliance issues early, when fixes are cheapest. The other filenames (ssw_agent.sh,
cbs_agent.sh, aws_agent.sh) are distractors; they are not referenced by the provided command and would not be downloaded by
that step.

55. Frage

(Sarah Wright has recently joined a multinational company as a DevSecOps engineer. She has created a container and deployed a
web application in it. Sarah would like to stop this container. Which of the following commands stop the running container created
by Sarah Wright?)

A. [root@574bac18189d /1# clear.
B. [root@574bac1889d /}# stop.
C. [root@574bac18189d /J# exit.
D. [root@574bac18189d /1# kill.

Antwort: C

Begriindung;

‘When working inside an interactive Docker container session, the container continues running as long as its primary foreground
process is active. Executing the exit command terminates the shell session, which in turn stops the container if no other foreground
processes are running. The kill command requires a process identifier and is not used in this context, while clear simply clears the
terminal screen and does not affect container execution. The stop command is not a valid shell command inside a container. Properly
stopping containers during the Operate and Monitor stage helps free system resources, prevent unintended service exposure, and
maintain a clean runtime environment. This practice aligns with container lifecycle management best practices and reduces
operational risk.

56. Frage
(Christopher Brown has been working as a DevSecOps engineer in an I'T company that develops software and web applications for

an ecommerce company. To automatically detect common security issues and coding error in the C++ code, she performed code
scanning using CodeQL in GitHub. Which of the following entries will Christopher find for CodeQL analysis of C+ code?)

e A. CodeQL/Analyze (cp) (push-request).



¢ B. CodeQL/Analyze (cpp) (push-request).
¢ C. CodeQL/Analyze (cp) (pull-request).
¢ D. CodeQL/Analyze (cpp) (pull-request).

Antwort: D

Begriindung;

When GitHub Code Scanning is enabled using CodeQL, each supported programming language is identified by a specific language
key. For C++ code, CodeQL uses the identifiercpp, not "cp." CodeQL workflows are commonly configured to run during pull
request events so that security issues and coding errors can be detected and reviewed before code is merged into the main branch.
As a result, the CodeQL analysis entry displayed in GitHub Actions and the Security tab for C++ pull request analysis appears
asCodeQL/Analyze (cpp) (pull-request). Options A and B are incorrect because "cp" is not a valid CodeQL language identifier.
Option C uses the correct language identifier but references an incorrect event format. Identifying the correct CodeQL analysis entry
helps DevSecOps engineers confirm that scans are executing correctly for the intended language during the Code stage and that
security feedback is available early in the development lifecycle.

57. Frage

(William Scott, after completing his graduation in computer science, joined an IT company as a DevSecOps engineer. His team
leader has asked him to use GitHub Code Scanning for evaluating the source code in his organization's GitHub repository to detect
security issues and coding errors. How can William set up coding scanning in GitHub repository?)

A. By using OWASP ZAP.
B. By using GitMiner.

C. By using CodeQL.

D. By using Gauntlt.

Antwort: C

Begrindung;

GitHub Code Scanning is a built-in security capability designed to automatically analyze source code for security vulnerabilities and
coding errors. The primary and officially supported engine for GitHub Code Scanning isCodeQL. CodeQL works by converting
source code into a database and running security queries to detect issues such as injection flaws, insecure coding patterns, and logic
errors. William can enable CodeQL by configuring GitHub Actions with either the default or advanced CodeQL workflow. Once
enabled, CodeQL scans are triggered on events such as code pushes and pull requests, and the results appear as code scanning
alerts in the repository's Security tab. Gauntlt is a security testing harness used mainly for infrastructure and application testing,
GitMiner is used to discover sensitive data like secrets in repositories, and OWASP ZAP is a dynamic application security testing
tool used against running applications. None of these tools configure GitHub's native Code Scanning feature. Therefore, CodeQL is
the correct tool to set up GitHub Code Scanning in the Code stage of a DevSecOps pipeline.

58. Frage

(William Edwards is working as a DevSecOps engineer at SVR Software Solution Pvt. 1td. His organization develops software
products and applications related to digital marketing, William integrated Prisma Cloud with Jenkins to detect threat-intelligence
based threat detection. This integration will allow him to scan container images and serverless fimctions for security issues in the
CI/CD pipeline. Which of'the following is employed by Prisma Cloud to understand the normal network behavior of each customer's
cloud environment to detect network anomalies and zero-day attacks effectively with minimal false positives?.)

A. Advanced unsupervised data mining,

B. Advanced unsupervised machine learning,
C. Advanced supervised data mining,

D. Advanced supervised machine learning,

Antwort: B

Begrindung;

Prisma Cloud leveragesadvanced unsupervised machine learningto establish baselines of normal behavior within a customer’s cloud
environment. By analyzing patterns in network traffic, resource interactions, and workload behavior without relying on labeled
training data, it can detect anomalies and potential zero-day attacks with minimal false positives. Supervised approaches require



predefined labels and known attack patterns, which limits effectiveness against new or unknown threats. Unsupervised data mining
alone lacks the adaptive intelligence provided by machine learning models. Using unsupervised machine learning during the Build and
Test stage enables continuous, intelligent security analysis across dynamic cloud-native workloads, supporting proactive threat
detection in DevSecOps pipelines.
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