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A 27
¢ Understanding of how symmetric, asymmetric, and hashing encryption works
FH1 ¢ Demonstrate an understanding of using symmetric

¢ Demonstrate an understanding of the phases of incident response and the business continuity process
FH 2 e Management of a Security Operations Center

¢ Demonstrate an understanding of security architecture concepts
FH 3 ¢ Remediating both technical and physical system vulnerabilities

¢ Demonstrate knowledge of common cryptographic terminology
M 4 ¢ Understanding of the top threats to application code and software-based infrastructure

¢ Understanding of how to build a vulnerability management program for identifying
FH 5 ¢ Demonstrate an understanding of the components, structure

¢ Demonstrate an understanding of the role played by security policies
FH 6 ¢ Demonstrate an understanding of centralized logging and monitoring strategies
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EE #660
SIMULATION
Fill in the blank with the appropriate tool name.
is a wireless network cracking tool that exploits the vulnerabilities in the RC4 Algorithm, which comprises the WEP
security parameters.

He:

MH.
WEPcrack

EE #0661

Mark works as a Network Administrator for Infonet Inc. The company has a Windows 2000 Active Directory domain-based
network. The domain contains one hundred Windows XP Professional client computers. Mark is deploying an 802.11 wireless
LAN on the network. The wireless LAN will use Wired Equivalent Privacy (WEP) for all the connections. According to the
company's security policy, the client computers must be able to automatically connect to the wireless LAN. However, the
unauthorized computers must not be allowed to connect to the wireless LAN and view the wireless network. Mark wants to
configure all the wireless access points and client computers to act in accordance with the company's security policy. What will he
do to accomplish this?

Each correct answer represents a part of the solution. Choose three.

A. Disable SSID Broadcast and enable MAC address filtering on all wireless access points.
B. Configure the authentication type for the wireless LAN to Shared Key.

C. On each client computer, add the SSID for the wireless LAN as the preferred network.
D. Configure the authentication type for the wireless LAN to Open system.

E. Broadcast SSID to connect to the access point (AP).

F. Install a firewall software on each wireless access point.
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EAE #662

You work as a Network Admmnistrator for Perfect Solutions Inc. The company has a Linux-based network. You are working as a
root user on the Linux operating system. Your company is facing an IP spoofing attack. Which of the following tools will you use to
get an alert saying that an upcoming IP packet is being spoofed?

A. Despoof
B. ethereal
C. Neotrace
D. Dsniff

(1]
M

: A

EE #663
You are a project manager of a construction project. You are documenting project purchasing decisions, specifying the approach,
and identifying potential sellers. You are in which of the following processes?

A. Administer Procurements
B. Close Procurements

C. Plan Procurements

D. Conduct Procurements
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EAE #664
Which of the following methods will free up bandwidth in a Wireless LAN (WLAN)?

A. Tmplement WEP.

B. Change hub with switch.

C. Disabling SSID broadcast.

D. Deploying a powerful antenna.
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