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B 1) Network Security Administrator SD-WAN-Engineer % 2 % il E &
(Q22-Q27):

P RE #22

An administrator needs to generate a monthly report showing the "Top Applications" by bandwidth usage across all branch sites to
Justify a bandwidth upgrade.

Which specific component of the Prisma SD-WAN interface is designed to create, schedule, and email these PDF summaries?
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A. Activity Charts
B. Media Analytics
C. Flow Browser
D. Reports

EX: D

i RE R -

Comprehensive and Detailed Explanation

Prisma SD-WAN separates real-time visibility from historical summarization.

Reports (C): The Reports section is the dedicated engine for generating historical summaries. Administrators can create custom
report templates (e.g., "Monthly Executive Summary") that include specific widgets like "Top Applications by Volume," "Site
Availability," or "Circuit Utilization." Crucially, this feature allows for Scheduling, where the system automatically generates the PDF
report at a set interval (e.g,, first day of the month) and emails it to a distribution list.

Activity Charts (A) / Media Analytics (B): These provide interactive, visual graphs for ad-hoc analysis but are not designed for
generating downloadable, scheduled PDF summaries for management.

Flow Browser (D): This is for deep-dive troubleshooting of individual sessions, not for high-level aggregate reporting.

R #23
‘Which component of the Prisma SD-WAN solution is responsible for the deep application identification (App-ID) and the
generation of flow metrics (Network Transfer Time, Server Response Tine) at the branch?

A. The ION Device Data Plane

B. The CloudBlade container

C. The API Gateway

D. The Prisma SD-WAN Controller

ER: A

fE R

Comprehensive and Detailed Explanation

The ION Device Data Plane (the software running locally on the hardware appliance at the branch) is the component responsible for
the heavy lifting of traffic analysis.

Edge Processing: Prisma SD-WAN uses an "Application-Defined" architecture. The ION device performs Deep Packet Inspection
(DPI) on the first few packets of a flow to identify the application (e.g,, distinguishing "Skype Video" from "Skype Chat").

Metric Calculation: The ION device timestamping engine calculates the performance metrics (RTT, NTT, SRT) in real-time as
packets pass through its interfaces. It aggregates this metadata.

Role of Controller (B): The Controller collects and visualizes this data (Analytics), but it does not generate it. The Controller does
not sit in the data path of the user traffic. If the ION relied on the controller for App-1D, latency would be unacceptably high.
Therefore, all detection and metric generation happens locally on the ION Device.

PRI #24
What is the default behavior of the Zone-Based Firewall (ZBFW) for traffic originating from the ION device itself (e.g.,, DNS
queries, NTP sync, or Controller connectivity) destined for the "Internet" zone?

A. It is inspected by the "Global" security stack but bypasses local rules.
B. It is allowed only if the "Management" interface is used.

C. It is allowed by the implicit "Self-Zone" allow rule.

D. It is denied by the default "Deny All" rule unless explicitly allowed.

ZER: C

fE R A«

Comprehensive and Detailed Explanation

The Self-Zone is a predefined security zone in the Prisma SD-WAN ZBFW that represents the ION device's own control plane and
management traffic.

Default Rule: The security policy contains an implicit, uneditable default rule that Allows traffic originating from the Self-Zone to any
destination zone (Internet, Private WAN, etc.).

Rationale: This ensures that the device can always perform essential critical functions-such as connecting to the Cloud Controller,



resolving DNS, syncing time via NTP, and establishing VPN tunnels-without the admmnistrator needing to manually create "Allow"
rules for the device itself. Ifthis traffic were blocked by a "Deny All" default, the device would become unmanageable (bricked)
immediately after applying the policy.

i =8 #25
What are two requirements for implementing user/group-based path policies? (Choose two.)

A. Internal host detection

B. Autonomous Digital Experience Manager (ADEM)
C. Cloud Identity Engine

D. Data center [ON

ZE: CD

Bt B B -

Comprehensive and Detailed Explanation

To implement User/Group-based policies (Path, QoS, or Security) in Prisma SD-WAN, the system requires two specific
components to resolve user identities and map them to [P addresses within the fabric.

Cloud Identity Engine (CIE): This is the primary requirement for identity management. The Cloud Identity Engine connects the
Prisma SD-WAN controller to your directory service (e.g., Active Directory, Azure AD/Entra ID). It allows the system to retrieve
and resolve User and Group attributes (e.g., "Marketing Group," "User: john.doe") so they can be selected in policy rules. Without
CIE, the controller cannot interpret the group names or user identities defined in the policies.

Data Center ION: In the standard deployment model for User-1D, a Data Center (DC) ION is required to act as the bridge or
collector for IP-to-User mappings. The DC ION comnects to the User-ID Agent (running on a PAN-OS firewall or Windows
Server) to learn the mapping of TP addresses to usernames. It then redistributes this information to the controller or other branch
ION s so they can identify which user is associated with the traffic flows originating from a specific private IP address.

R #26
In a Prisma SD-WAN deployment, what is the defining characteristic ofa "Standard VPN" compared to a "Secure Fabric Link'?

A. Standard VPNs use GRE encapsulation, while Secure Fabric Links use VXLAN.

B. Standard VPN are automatically built between ION devices, while Secure Fabric Links require manual configuration.

e (. Standard VPNs are manually configured [PSec tunnels to non-ION endpoints, while Secure Fabric Links are automated
tunnels between ION devices.

¢ D. Standard VPNs support BGP, whereas Secure Fabric Links only support static routing,

ER: C

fRRERR A

Comprehensive and Detailed Explanation

In the Prisma SD-WAN architecture, the terminology distinguishes between "Native" automation and "Legacy" interoperability.
Secure Fabric Links: These are the proprietary, automated overlay tunnels created between two Prisma SD-WAN ION devices
(e.g, Branch ION to Data Center ION). The controller automatically manages the IP addressing, key rotation, and routing for these
links. You do not manually configure "Phase 1" or "Phase 2" parameters for Secure Fabric links.

Standard VPNs: These are traditional, standards-based IPSec tunnels configured to connect an ION device to a Non-ION
endpoint (Third-Party Peer). This is used for "Data Center to Data Center" connections where one side is a legacy firewall (e.g,,
Cisco ASA, Palo Alto Networks NGFW) or for connecting to cloud security services (SSE) that do not have a specific CloudBlade
mtegration. For a Standard VPN, the administrator must manually define the IKE/IPSec profiles, pre-shared keys, and peer IP
addresses to match the third-party device's configuration.
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