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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q122-Q127):
NEW QUESTION # 122 
Which of the following sets of attributes BEST illustrates the characteristics of an insider threat from a security perspective?

A. Authorized, unintentional, benign
B. Authorized, intentional, malicious
C. Unauthorized, unintentional, benign
D. Unauthorized, intentional, malicious

Answer: B

Explanation:
Explanation/Reference: https://www.sciencedirect.com/topics/computer-science/insider-attack

NEW QUESTION # 123 
During routine monitoring, a security analyst discovers several suspicious websites that are communicating with a local host. The
analyst queries for IP 192.168.50.2 for a 24-hour period:

To further investigate, the analyst should request PCAP for SRC 192.168.50.2 and __________.

A. DST 138.10.2.5.
B. DST 172.10.45.5.
C. DST 175.35.20.5.
D. DST 138.10.25.5.
E. DST 172.10.3.5.

Answer: E

NEW QUESTION # 124 
A company's domain has been spooled in numerous phishing campaigns. An analyst needs to determine the company is a victim of
domain spoofing, despite having a DMARC record that should tell mailbox providers to ignore any email that fails DMARC upon
review of the record, the analyst finds the following:

Which of the following BEST explains the reason why the company's requirements are not being processed correctly by mailbox
providers?

A. The DMARC record's policy tag is incorrectly configured.
B. The DMARC record's DKIM alignment tag Is incorrectly configured.
C. The DMARC record's version tag is set to DMARC1 instead of the current version, which is DMARC3.
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D. The DMARC record does not have an SPF alignment tag.

Answer: A

Explanation:
The DMARC record's policy tag is incorrectly configured and explains why the company's requirements are not being processed
correctly by mailbox providers. The policy tag (p) specifies how mailbox providers should handle messages from the domain that fail
DMARC checks. The possible values for the policy tag are none, quarantine, or reject1. None means that no action is taken on
failed messages and only reports are sent. Quarantine means that failed messages are treated as suspicious and may be filtered or
marked as spam. Reject means that failed messages are rejected and not delivered. In this case, the company's DMARC record has
a policy tag value of none, which means that mailbox providers will not ignore any email that fails DMARC as required by the
company. Instead, mailbox providers will deliver all messages from the domain regardless of their DMARC status and only send
reports to the company. To fix this issue, the company should change its policy tag value to reject, which means that mailbox
providers will reject and ignore any email that fails DMARC as required by the company. The DMARC record's DKIM alignment
tag (A) is not incorrectly configured and does not explain why the company's requirements are not being processed correctly by
mailbox providers. The DKIM alignment tag (adkim) specifies how strictly mailbox providers should match DKIM identifiers with
From domain identifiers2. The possible values for DKIM alignment tag are s or r. S means strict alignment, which means that DKIM
identifiers must exactly match From domain identifiers. R means relaxed alignment, which means that DKIM identifiers must match
From domain identifiers at an organizational level (e.g., subdomain.example.com and example.com are considered aligned). In this
case, the company's DMARC record has a DKIM alignment tag value of r, which means that mailbox providers will use relaxed
alignment for DKIM verification.

NEW QUESTION # 125 
An organization discovers motherboards within the environment that appear to have been physically altered during the manufacturing
process. Which of the following is the BEST course of action to mitigate the risk of this reoccurring?

A. Perform an assessment of the firmware to determine any malicious modifications.
B. Conduct a trade study to determine if the additional risk constitutes further action.
C. Work with IT to replace the devices with the known-altered motherboards.
D. Coordinate a supply chain assessment to ensure hardware authenticity.

Answer: D

Explanation:
A supply chain assessment is a process that evaluates the security and integrity of the suppliers and vendors that provide hardware
or software to an organization. It can help identify and mitigate the risk of tampered or counterfeit products that could compromise
the organization's security or performance. Coordinating a supply chain assessment to ensure hardware authenticity is the best course
of action to mitigate the risk of motherboards that have been physically altered during the manufacturing process. Performing an
assessment of the firmware, conducting a trade study, or working with IT to replace the devices are other possible actions, but they
are not as effective or proactive as coordinating a supply chain assessment. Reference:
https://www.nist.gov/system/files/documents/2017/04/28/sp800-161.pdf

NEW QUESTION # 126 
A security analyst reviews SIEM logs and detects a well-known malicious executable running in a Windows machine The up-to-date
antivirus cannot detect the malicious executable Which of the following is the MOST likely cause of this issue?

A. The malware detects and prevents its own execution in a virtual environment.
B. The malware is fileless and exists only in physical memory.
C. The malware is being executed with administrative privileges.
D. The antivirus does not have the mltware's signature.

Answer: C

NEW QUESTION # 127
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