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NEW QUESTION # 11

Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.

‘What two reasons should your organization choose the SDN connector over the load balancer deployment?

(Choose two.)

A. Failovers are faster because ofto API calls.

B. Cost is lower.

C. There isess administrative overhead.

D. The SDN connector supports multizone failover.
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Answer: B,C

Explanation:
Using the SDN connector avoids additional load balancer costs, making it more cost-effective.
The SDN connector enables multizone failover by directly managing network routing, which load balancers do not inherently

support.

NEW QUESTION # 12

A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.

Which two steps can be taken to potentially alleviate the problem? (Choose two.)

¢ A. Deploying FortiWeb Cloud in the same region where the web application is hosted.
¢ B. Changing the DNS records to point to the web application.

¢ (. Enabling the content delivery network (CDN).

¢ D. Adding additional passthrough load balancers.

Answer: A,C

Explanation:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.

NEW QUESTION # 13

Your organization is running an application in their shared services virtual public cloud (VPC) and must control network access
natively in the cloud.

How can your organization meet this requirerment?

A. Create IAM access to allow access from specified resources only.

B. Create another VPC in front of the shared services VPC and deploy FortiGate.
C. Create a firewall rule that allows access to the application instance only.

D. Create a firewall policy for the entire VPC that allows access from all networks.

Answer: C

Explanation:
Creating specific firewall rules that restrict access directly to the application instance allows precise native network access control
within the shared services VPC.

NEW QUESTION # 14
Refer to th_g g:)fl_]ibit.

FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-development

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get instance list successfully

gcpd didn't find any GKE cluster for project fcp-fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCﬁ star%sﬁ?

gcpd sdn connector GC finis 1 rﬁﬁ T

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
‘Which conclusion can you draw from the output?

¢ A The external fabric connector is misconfigured.



¢ B. The external fabric connector found multiple IP addresses assigned to Google Cloud instances.
¢ (. The external fabric connector shows that an administrator created three dynamic firewall addresses.
¢ D. The external fabric connector is unable to find a valid Google Cloud project.

Answer: B
Explanation:

The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 15
Refer to the exhibit.

North-south traffic inspection
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Which two types of traffic flow must the FortiGate cluster inspect, if the client at 198.51.100.10 sends traffic to the Workload A
mstance? (Choose two.)

A. South-bound
B. East-bound

C. North-bound
D. West-bound

Answer: A,B

Explanation:

South-bound traffic refers to traffic commng from outside the network (the client 198.51.100.10) into the mternal environment.
East-bound traffic refers to traffic moving laterally within the internal network, such as between VPCs or workloads, which the
FortiGate cluster can inspect for internal threats.

NEW QUESTION # 16
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