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IDENTITY AND ACCESS MANAGEMENT ARCHITECTURE [ 1AM ]

« ldentity and Access Management (LARM]) 5 a combination of policies
and technelogies thal allows organizations o idendify users and
provide the right form of access as and when required,

= Auhenlicalion - is a process of verilying the (denlily of a user or a
syslem.

*  Autherizatien - is the process of giving the user permission to
access a specific resource of function.

= Audiling - is the process of review and examinalion of
aulnentication and autharization records

IAM Architecture and Practice

WM process to support the business can be broadly categorized as
fallow :

1. User management : Activities for the effective governance and
management of identity life opcle

2, Authentication management : Activities for the effective
governance and management of the process for determining that
an entity is who or who it daims o be

3. Authorization management : Activities for the effective
governance and management of the process of determining the
right that decide what resource an entity is parmittad 1o access

4. Access management ; Access Management aims to grant
authorized users the right to use a service, while preventing access
to nen-autherized users.

5. Data menagement and proviskening : Data for authorzation for IT
resources via automated or manual processes.

6. Manitaring snd auditing : Monitoring and aaditing by users
regarding access to resources within the organization based on the
defined policies.

IAM Operational activities

Provisioning :

Provisioning is a allocation of resources and services to
users based on a unique user identity.

Deprovisioning works in an opposite manner resulting in
deletion and deactivation of an identity.
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B #29

Northern Trail Outfitters (NTO) wants its customers to use phone numbers to log in to their new digital portal, which was designed
and built using Salesforce Experience Cloud. In order to access the portal, the user will need to do the following:

1. Enter a phone number and/or email address

2. Enter a verification code that is to be sent via email or text.

What is the recommended approach to fulfill this requirement?

¢ A. Create an Authentication provider and implement a self-registration handler class.

¢ B. Create a custom login flow that uses an Apex controller to verify the phone numbers with the company's verification
service.

e C. Create a custom login page with an Apex controller. The controller has logic to send and verify the identity.

¢ D. Create a Login Discovery page and provide a Login Discovery Handler Apex class.

Ef#: D
i #30
User authentication
Manage users . Central IAM Sérvice

Application Application
A B

An organization has a central cloud-based Identity and Access Management (IAM) Service for authentication and user management,
which must be utilized by all applications as follows:

1 - Change of a user status in the central JAM Service triggers provisioning or deprovisioining in the integrated cloud applications.

2 - Security Assertion Markup Language single sign-on (SSO) is used to facilitate access for users authenticated at identity provider
(Central IAM Service).

‘Which approach should an IAM architect implement on Salesforce Sales Cloud to meet the requirements?

¢ A. A Configure Salesforce as a SAML Service Provider, and enable SCIM (System for Cross-Domain Identity
Management) for provisioning and deprovisioning of users.

¢ B. Configure Salesforce as a SAML service provider, and enable Just-in Time (JIT) provisioning and deprovisioning of users.

¢ C. Deploy Identity Connect component and set up automated provisioning and deprovisioning of users, as well as SAML-

based SSO.
¢ D. Configure central JAM Service as an authentication provider and extend registration handler to manage provisioning and

deprovisioning of users.

Ef: A
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R #31

Universal Containers (UC) wants to implement SAML SSO for their internal of Salesforce users using a third-party IdP. After some
evaluation, UC decides NOT to SSO set up My Domain for their Salesforce org.

How does that decision impact their SSO implementation?

e A. SP-mitiated SSO will NOT work

e B. Neither SP- nor IdP-initiated SSO will work.
e C. IdP-initiated SSO will NOT work.

e D. Either SP- or IdP-nitiated SSO will work.

EE: A
TR
Explanation

This is because without My Domain, Salesforce will not know in advance what Identity Provider (IdP) to use for SSO, since it does
not even know yet what Organization the user is trying to log in tol. SP-initiated SSO is the scenario where the user starts with a
Salesforce link (login page, deep link, Outlook Sync URL, etc.) and then gets redirected to the IdP for authentication2. Without My
Domain, SP-initiated SSO requires that the user do an IdP-initiated SSO at least once first so that Salesforce can set a cookie in
their browser identifying the IdP1. The other options are not correct for this question because:

IdP-mitiated SSO will work without My Domain, as long as the user starts SSO at the IdP and sends the identity information to
Salesforce along with SAML protocol information that identifies the Organization and the IdP2.

Neither SP- nor IdP-mitiated SSO will not work is false, as explained above.

Either SP- or IdP-mitiated SSO will work is false, as explained above.

References: Considerations for setting up My Domain and SSO - Salesforce, SAML SSO with Salesforce as the Service Provider

R #32

Northern Trail Outfitters want to allow its consumer to self-register on it business-to-consumer (B2C) portal that is built on
Experience Cloud. The identity architect has recommended to use Person Accounts.

Which three steps need to be configured to enable self-registration using person accounts?

Choose 3 answers

A. Enable access to person and business account record types under Public Access Settings.
B. Contact Salesforce Support to enable person accounts.

C. Contact Salesforce Support to enable business accounts.

D. Under Login and Registration settings, ensure that the default account field is enmpty.

E. Set organization-wide default sharing for Contact to Public Read Only.

IEf#: A. B. D

ER #33

Northern Trail Outfitters (NTO) is planning to implement a community for its customers using Salesforce Experience Cloud .
Customers are not able to self-register. NTO would like to have customers set their own passwords when provided access to the
community.

Which two recommendations should an identity architect make to fulfill this requirement?

Choose 2 answers

A. Enable Welcome emails while configuring the Experience Cloud site.

B. Add customers as contacts and add them to Experience Cloud site.

C. Use Login Flows to allow users to reset password in Experience Cloud site.

D. Allow Password reset using the API to update Experience Cloud site membership.

Ef@E: C. D
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