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Amazon AWS Certified Generative AI Developer - Professional Sample
Questions (Q96-Q101):

NEW QUESTION # 96

A company has set up Amazon Q Developer Pro licenses for all developers at the company. The conmpany maintains a list of
approved resources that developers must use when developing applications. The approved resources include internal libraries,
proprietary algorithmic techniques, and sample code with approved styling.

A new team of developers is using Amazon Q Developer to develop a new Java-based application. The company must ensure that
the new developer team uses the company's approved resources. The company does not want to make project-level modifications.
Which solution will meet these requirements?

e A, Create an Amazon Q Developer customization that includes the approved data sources. Ensure that the developers use the
customization to develop the application.

¢ B. In the project root folder, create a folder named amazong/rules. Add the approved internal libraries, algorithis, and code
samples to the folder.

e (. Create a Git repository that contains all of the approved internal libraries, algorithis, and code samples.
Include this Git repository in the application project locally as part of the workspace. Ensure that the developers use the
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workspace context to retrieve suggestions from the Git repository.
¢ D. Create a folder in the application project named rules. Store the guidelines and code in the folder for Amazon Q
Developer to reference for code suggestions.

Answer: A

Explanation:

Option D is the correct solution because Amazon Q Developer customizations are designed to incorporate organization-approved
knowledge and coding guidance without requiring per-project changes. A customization can point Amazon Q Developer to curated
internal sources such as approved libraries, coding standards, architectural patterns, and proprietary techniques. This allows the
assistant's suggestions to align with company policies and preferred implementations consistently across teams and repositories.

The key requirement is that the company does not want to make project-level modifications. Options A, B, and C all require adding
files or reposttories into the project workspace, which directly violates this constraint.

They also rely on developer behavior to "use workspace context," which is harder to enforce and can lead to inconsistent adherence
to standards.

With a customization, the organization centrally manages and updates approved resources. This reduces operational overhead
because updates to libraries, patterns, or guidelines propagate automatically to developers using the customization, without requiring
changes to each project. This is especially valuable for a new team, where consistent enforcement of approved practices is important
to reduce compliance risk, security issues, and inconsistent code style.

Additionally, customizations support governance by allowing the company to standardize how Amazon Q Developer responds,
ensuring that suggestions reflect approved internal content rather than generic public patterns.

Therefore, Option D best satisfies the requirement for centralized enforcement of approved resources with mmnimal ongoing
management and no project-level modifications.

NEW QUESTION # 97

A financial services company is developing a custormer service Al assistant by using Amazon Bedrock. The Al assistant must not
discuss investment advice with users. The Al assistant must block harmful content, mask personally identifiable information (PII), and
maintain audit trails for compliance reporting. The Al assistant must apply content filtering to both user inputs and model responses
based on content sensitivity.

The company requires an Amazon Bedrock guardrail configuration that will effectively enforce policies with minimal false positives.
The solution must provide multiple handling strategies for multiple types of sensitive content.

Which solution will meet these requirements?

e A Create a separate guardrail for each use case. Create one guardrail that applies a harmful content filter.Create a guardrail
to apply topic filters for mvestment advice. Create a guardrail to apply sensitive information filters to block PII. Use AWS
Step Functions to chain the guardrails sequentially.

e B. Configure a single guardrail and set content filters to high for all categories. Set up denied topics for nvestment advice and
include sample phrases to block. Set up sensitive information filters that apply the block action for all PII entities. Apply the
guardrail to all model inference cals.

e (. Configure a guardrail and set content filters to medium for harmful content. Set up denied topics for mvestment advice and
include clear definitions and sample phrases to block. Configure sensitive information filters to mask PII in responses and to
block financial information in inputs. Enable both input and output evaluations that use custom blocked messages for audits.

¢ D. Configure multiple guardrails by using tiered policies. Create one guardrail and set content filters to high. Configure the
guardrail to block PII for public interactions. Configure a second guardrail and set content filters to medium. Configure the
second guardrail to mask PII for internal use. Configure multiple topic-specific guardrails to block investment advice and set
up contextual grounding checks.

Answer: C

Explanation:

Option C is the correct solution because it uses a single, well-tuned Amazon Bedrock guardrail that applies different actions to
different content types, which is the recommended approach for mnimizing false positives while enforcing strong policy controls.
Setting content filters to medium rather than high reduces overblocking of benign customer conversations while still preventing
harmful content. Amazon Bedrock guardrails are designed to balance precision and recall, and medium sensitivity is commonly
recommended for customer-facing financial services use cases.

Denied topics explicitly prevent the assistant from discussing investment advice, which is a regulatory requirement. Including
definitions and sample phrases improves detection accuracy and reduces ambiguity.

Sensitive information filters support different actions per context. Masking PII in responses preserves conversational usefulness for
legitimate customer support while preventing exposure of sensitive data.

Blocking sensitive financial information in inputs prevents downstream processing of disallowed content before it reaches the



foundation model

Critically, enabling both input and output evaluation ensures that guardrails are applied consistently at every stage of interaction.
Custom blocked messages and audit logging provide clear conpliance evidence for regulators and internal audits.

Option A causes excessive false positives by blocking all PII outright. Option B introduces unnecessary complexity and is not how
Bedrock guardrails are intended to be applied. Option D uses orchestration logic that Bedrock guardrails already handle natively.
Therefore, Option C best satisfies enforcement, flexibility, auditability, and accuracy requirements.

NEW QUESTION # 98

A company uses an Al assistant application to summarize the company's website content and provide information to custorers. The
company plans to use Amazon Bedrock to give the application access to a foundation model (FM).

The company needs to deploy the Al assistant application to a development environment and a production environment. The
solution must integrate the environments with the FM. The company wants to test the effectiveness of various FMs in each
environment. The solution must provide product owners with the ability to easily switch between FMs for testing purposes in each
environment.

‘Which solution will meet these requirements?

e A Create one AWS CDK application. Create muiltiple pipelines in AWS CodePipeline. Configure each pipeline to have its
own settings for each FM. Configure the application to invoke the Amazon Bedrock FMs by using the
aws_bedrock.ProvisionedModel. fromProvisionedModelArmn() method.

¢ B. Create one AWS CDK application for the production environment. Configure the application to invoke the Amazon
Bedrock FMs by using the aws_bedrock.ProvisionedModel fromProvisionedModelAm() method. Create a pipeline mn AWS
CodePipeline. Configure the pipeline to deploy to the production environment by using an AWS CodeBuild deploy action.
For the development environment, manually recreate the resources by referring to the production application code.

e C. Create a separate AWS CDK application for each environment. Configure the applications to invoke the Amazon
Bedrock FMs by using the aws_bedrock.FoundationModel fromFoundationModelld() method. Create a separate pipeline in
AWS CodePipeline for each environment.

e D. Create one AWS CDK application. Configure the application to invoke the Amazon Bedrock FMs by using the
aws_bedrock.FoundationModel. fromFoundationModelld() method. Create a pipeline in AWS CodePipeline that has a
deployment stage for each environment that uses AWS CodeBuild deploy actions.

Answer: D

Explanation:

Option C best satisfies the requirement for flexible FM testing across environments while minimizing operational complexity and
aligning with AWS-recommended deployment practices. Amazon Bedrock supports invoking on-demand foundation models
through the FoundationModel abstraction, which allows applications to dynamically reference different models without requiring
dedicated provisioned capacity. This is ideal for experimentation and A/B testing in both development and production environments.
Using a single AWS CDK application ensures infrastructure consistency and reduces duplication.

Environment-specific configuration, such as selecting different foundation model IDs, can be externalized through parameters,
context variables, or environment-specific configuration files. This allows product owners to easily switch between FMs in each
environment without modifying application logic.

A single AWS CodePipeline with distinct deployment stages for development and production is an AWS best practice for multi-
environment deployments. It enforces consistent build and deployment steps while still allowing environment-level customization.
AWS CodeBuild deploy actions enable automated, repeatable deployments, reducing manual errors and improving governance.
Option A increases complexity by introducing mutltiple pipelines and relies on provisioned models, which are not necessary for FM
evaluation and experimentation. Provisioned throughput is better suited for predictable, high-volume production workloads rather
than frequent model switching,

Option B creates unnecessary operational overhead by duplicating CDK applications and pipelines, making long-term maintenance
more difficult.

Option D directly conflicts with infrastructure-as-code best practices by manually recreating development resources, which increases
configuration drift and reduces reliability.

Therefore, Option C provides the most flexible, scalable, and AWS-aligned solution for testing and switching foundation models
across development and production environments.

NEW QUESTION # 99

A wildlife conservation agency operates zoos globally. The agency uses various sensors, trackers, and audiovisual recorders to
monitor animal behavior. The agency wants to launch a generative Al (GenAl) assistant that can ingest multimodal data to study
animal behavior.



The GenAl assistant must support natural language queries, avoid speculative behavioral interpretations, and maintain audit logs for
ethical research audits.
‘Which solution will meet these requirements?

¢ A. Use Amazon SageMaker Processing and Amazon Transcribe to pre-process multimodal data. Ingest curated summaries
into an Amazon Bedrock Knowledge Bases. Apply Amazon Bedrock guardrails to restrict speculative outputs. Use AWS
AppConfig to manage prompt templates. Use AWS CloudTrail to log research activity for audits.

¢ B. Configure Amazon O Business to federate data across Amazon S3, Amazon Kinesis, and Amazon SageMaker Feature
Store. Use EventBridge for ingestion orchestration. Use custom AWS Lambda finctions to fitter LLM outputs for ethical
compliance.

¢ (. Use Amazon OpenSearch Serverless to index behavioral logs and telemetry. Use Amazon Comprehend to extract entities.
Use Amazon Bedrock to answer questions over indexed data. Use IAM for access control and CloudTrail for audit logging.

¢ D. Ingest raw videos into Amazon Rekognition to detect animal postures and expressions. Use Amazon Data Firehose to
stream sensor and GPS data into Amazon S3. Prompt an Amazon Bedrock FM using basic templates stored in AWS
Systems Manager Parameter Store. Use IAM for access control. Use AWS CloudTrail for audit logging,

Answer: A

Explanation:

Option B best meets the multimodal, ethical, and auditability requirements using managed AWS services designed for research-
grade GenAl systems. Multimodal data such as audio, video, sensor telemetry, and tracking data must be curated and summarized
before being consumed by a foundation model. Amazon SageMaker Processing and Amazon Transcribe provide scalable, managed
preprocessing for audiovisual and textual data.

By ingesting summarized, validated observations into Amazon Bedrock Knowledge Bases, the GenAl assistant can answer natural
language queries using grounded, evidence-based context instead of raw sensor signals. This significantly reduces the risk of
speculative or anthropomorphic interpretations.

Amazon Bedrock guardrails are critical for preventing speculative behavioral clains, enforcing scientific and ethical constraints at
inference time. Guardrails provide a validated, auditable safety layer that custom Lambda-based filters cannot reliably replicate.
AWS AppConfig enables controlled pronmpt management and change governance, ensuring that research prompts remain consistent
and reviewable. AWS CloudTrail captures all access, query, and configuration changes, supporting ethical research audits and
regulatory reviews.

Option A lacks grounding and speculative safeguards. Option C focuses on text analytics and does not properly handle multimodal
reasoning or safety enforcement. Option D relies heavily on custom logic and introduces unnecessary operational risk.

Therefore, Option B provides the most robust, ethical, and auditable GenAl architecture for wildlife behavior research.

NEW QUESTION # 100

A company is designing an API for a generative Al (GenAl) application that uses a foundation model (FM) that is hosted on a
managed model service. The API must stream responses to reduce latency, enforce token limits to manage compute resource usage,
and implement retry logic to handle model timeouts and partial responses.

Which solution will meet these requirements with the LEAST operational overhead?

e A Integrate an Amazon API Gateway REST API with an AWS Lambda function that mvokes Amazon Bedrock. Use
Lambda response streaming to stream responses. Enforce token limits within the Lambda function. Implement retry logic by
using Lambda and API Gateway timeout configurations.

¢ B. Connect an Amazon API Gateway WebSocket API to an Amazon ECS service that hosts a containerized inference
server. Streamresponses by using the WebSocket protocol. Enforce token limits within Amazon ECS. Handle model
timeouts by using ECS task lifecycle hooks and restart policies.

e C. Connect an Amazon API Gateway HTTP API directly to Amazon Bedrock. Simulate streaming by using client-side
polling. Enforce token limits on the frontend. Configure retry behavior by using API Gateway integration settings.

e D. Integrate an Amazon API Gateway HTTP API with an AWS Lambda function to invoke Amazon Bedrock. Use Lambda
response streaming to stream responses. Enforce token limits within the Lambda function. Implement retry logic for model
timeouts by using Lambda and API Gateway timeout configurations.

Answer: D

Explanation:

Option A is the best solution because it satisfies streaming, token control, and retry requirements while keeping operational overhead
low by using fully managed, serverless AWS services. Amazon API Gateway HITP APIs provide a lightweight, cost-effective front
door for APIs and integrate cleanly with AWS Lambda for request processing and security controls.

AWS Lambda response streaming allows the API to begin returning content to the client as soon as partial model output is available,



reducing perceived latency and improving user experience for long responses.

Using Lambda as the integration layer also provides a centralized place to enforce token-aware request handling, such as rejecting
oversized requests, truncating optional context, or applying consistent limits across users and tenants to manage compute usage.
Retry logic is best handled in the client or integration layer for transient failures such as timeouts and throttling. Lambda can
implement controlled retries with exponential backoff and jitter, while API Gateway timeouts help bound request lifetimes and
prevent hung connections from consuming resources indefinitely.

Because the model service is managed, the company avoids infrastructure management and focuses only on request shaping, safety,
and resiliency behavior.

Option B is not suitable because client-side polling is not true streaming, front-end token enforcement is insecure and inconsistent,
and API Gateway does not provide model-aware retry behavior on its own. Option C introduces container hosting and scaling
complexity, which increases operational overhead compared to serverless. Option D can work, but REST APIs are generally
heavier than HTTP APIs for this pattern and do not reduce overhead compared to Option A.

Therefore, Option A provides the required streaming and resiliency capabilities with the least infrastructure management effort.

NEW QUESTION # 101
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