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HR #54

Refer to the exhibits.

Bioinfo System API is implemented and published to Anypoint Exchange. A developer wants to invoke this API using its REST
Connector.

‘What should be added to the POM?

e 6 o o o
cE-NoR- S

IEf#: B

R -

To nvoke Biomnfo System API using its REST Connector, option E should be added to the pomxml file. This option adds a
dependency for Bioinfo System API REST Connector with its group ID, artifact ID, version, classifier, and type. The classifier
specifies that it is a REST Connector (raml-client), and the type specifies that it is a Mule plugin (mule-plugin). Reference:
https://docs.mulesoft.comvapikit/4. x/apikit-4- generate- from-rest-api-task#add- the-api-dependency-to-the-pom-file

B #55
What is the MuleSoft recommended method to encrypt sensitive property data?

¢ A. The encryption key and sensitive data should be different for each environment

¢ B. The encryption key should be different for each environment and the sensitive data should be the same for all environments
e C. The encryption key should be identical for all environments and the sensitive data should be different for each environment
¢ D. The encryption key should be identical for all environments

EfE: A
fEEL:

The MuleSoft recommended method to encrypt sensitive property data is to use the Secure Properties Tool that comes with
Anypoint Studio. This tool allows encrypting properties files with a secret key and then decrypting them at runtime using the same



key. The encryption key and sensitive data should be different for each environment to ensure security and avoid accidental
exposure of sensitive data. Reference: httpsz/docs.mulesoft.com/mule-runtime/4. 3/secure-configuration-properties

M #56
The HTTP Request operation raises an HITP CONNECTIVITY error.
Which HTTP status code and body are returned to the web client?

e A HTTP Status Code:500.
Body "Error in processing your request
e B. HTTP Status Code:500.
Body "Error in processing your request
e C. HTTP Status Code:500.
Body "The HTTP CONNECTIVITY Error description
e D. HTTP Status Code:200.
Body "Error in processing your request

EfE: A

A -

‘When the HTTP Request operation raises an HTTP CONNECTIVITY error, it triggers an on-error-continue handler that sets a
payload with 'Error in processing your request’. Since no status code is explicitly set in this handler, it defaults to 500 (INTERNAL
SERVER ERROR). Therefore, the web client receives an HTTP response with status code 500 and body 'Error in processing your
request'. Reference: httpsz/docs.mulesoft.com/mule-runtime/4. 3/error-handling#on-error-continue

H #57

A developer deploys an API to CloudHub and applies an OAuth policy on API Manager. During testing, the API response is slow,
so the developer reconfigures the API so that the out-of-the-box HTTP Caching policy is applied first, and the OAuth API policy is
applied second.

‘What will happen when an HTTP request is received?

¢ A Incase ofa cache miss, only the HTTP Caching policy is evaluated; then the API retrieves the data from the API
implementation, and the policy stores the data to be cached in Object Store

¢ B. In case ofa cache hit, both the OAuth and HTTP Caching policies are evaluated; then the cached response is returned to
the caller

e C. Incase ofa cache miss, both the OAuth and HTTP Caching policies are evaluated; then the API retrieves the data from
the API implementation, and the policy does not store the data in Object Store

e D. Incase ofa cache it, only the HTTP Caching policy is evaluating; then the cached response is returned to the caller

IEfE: D

L2

When an HTTP request is received and the HTTP Caching policy is applied first, it checks if there is a cached response for that
request in Object Store. Ifthere is a cache hit, meaning that a valid cached response exists, then only the HTTP Caching policy is
evaluated and the cached response is returned to the caller without invoking the O Auth policy or the API implementation. If there is
a cache miss, meaning that no valid cached response exists, then both the HTTP Caching policy and the OAuth policy are evaluated
before invoking the API implementation. Reference: https:/docs.mulesoft.convapi-manager/2.x/http-caching-policy#policy-ordering

HR #58
Which properties are mandatory on the HTTP Connector configuration in order to use the OAuth 2.0 Authorization Code grant type
for authentication?

A. Token URL, authorization URL, client ID, client secret local callback URL

B. External callback URL, access token URL, client ID, response refresh token

C. External callback URL, access token URL, client ID response access token

D. External callback URL, access token URL, local authorization URL, authorization URL, client ID, client secret

IEf#: D



R -

To use the OAuth 2.0 Authorization Code grant type for authentication, the HTTP Connector configuration requires the following
properties: token URL, authorization URL, client ID, client secret, and local callback URL. The token URL is the endpoint of the
authorization server that provides access tokens. The authorization URL is the endpoint of the authorization server that initiates the
user consent flow. The client ID and client secret are the credentials of the Mule application registered with the authorization server.
The local callback URL is the endpoint of the Mule application that receives the authorization code from the authorization server.
Reference: httpsz//docs.mulesoft.comvhttp-connector/1.6/http-authenticatior#oauth-2-0
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