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A company needs to give a globally distributed development team secure access to the company's AWS resources in a way that
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complies with security policies.

The company currently uses an on-premises Active Directory for internal authentication. The company uses AWS Organizations to
manage multiple AWS accounts that support multiple projects.

The company needs a solution to integrate with the existing infrastructure to provide centralized identity management and access
control.

Which solution will meet these requirements with the LEAST operational overhead?

¢ A. Use AD Connector in AWS Directory Service to connect to the on-premises Active Directory. Integrate AD Connector
with AWS TAM Identity Center. Configure permissions sets to give each AD group access to specific AWS accounts and
resources.

¢ B. Set up AWS Directory Service to create an AWS managed Microsoft Active Directory on AWS.
Establish a trust relationship with the on-premises Active Directory. Use IAM roles that are assigned to Active Directory
groups to access AWS resources within the company's AWS accounts.

¢ (. Use Amazon Cognito to deploy an identity federation solution. Integrate the identity federation solution with the on-
premises Active Directory. Use Amazon Cognito to provide access tokens for developers to access AWS accounts and
resources.

¢ D. Create an IAM user for each developer. Manually manage permissions for each IAM user based on each user's
involverment with each project. Enforce multi- factor authentication (MFA) as an additional layer of security.

HE: A

MH.

UsingAD ComnectorwithAWS 1AM Identity Center(formerly AWS Single Sign-On) allows the company to leverage its existingon-
premises Active Directoryfor centralized identity management and access control. AD Connector acts as a proxy to the on-premises
AD withoutrequiring additional infrastructure or complex setup.

This solution integrates seamlessly with AWS, allowing the development team to use their existing AD credentials to access AWS
resources across multiple accounts managed by AWS Organizations. The permissions for AWS resources can be managed centrally
through IAM Identity Center by configuring permission sets.

This solution provides:

Least operational overhead: AD Connector is fully managed, and IAM Identity Center allows centralized management of
permissions across accounts.

Secure access: The solution complies with security policies by using existing AD authentication mechanisirs.

Option A (AWS Managed AD): Setting up a fully managed AWS AD and establishing a trust is more complex and involves
additional operational overhead.

Option B (IAM Users): Manually managing IAM users and permissions is less scalable and increases operational complexity.
Option D (Cognito): Amazon Cognito is more suited for user-facing applications rather than internal identity management for AWS
resources.

AWS References:

AD Connector with IAM Identity Center

AWS IAM Identity Center

AE #311

[Design Secure Architectures]

A company runs an application on a group of Amazon Linux EC2 instances. For compliance reasons, the company must retain all
application log files for 7 years. The log files will be analyzed by a reporting tool that must be able to access all the files concurrently.
Which storage solution meets these requirements MOST cost-effectively?

A. Amazon S3

B. Amazon Elastic File System (Amazon EFS)
C. Amazon EC2 instance store

D. Amazon Elastic Block Store (Amazon EBS)

HE:. A

Y.
https7//docs.aws.amazon.con/efs/latest/ug/transfer-data-to-efs.html

EE #312
A company is expecting rapid growth in the near future. A solutions architect needs to configure existing users and grant permissions



to new users on AWS. The solutions architect has decided to create 1AM groups. The solutions architect will add the new users to
1AM groups based on department.
‘Which additional action is the MOST secure way to grant permissions to the new users?

A. Create IAM roles that have least privilege permission. Attach the roles to the 1AM groups.

B. Create 1AM roles. Associate the roles with a permissions boundary that defines the maximum permissions.
C. Create an IAM policy that grants least privilege permission. Attach the policy to the 1AM groups.

D. Apply service control policies (SCPs) to manage access permissions.

HE: C

Y.

An IAM policy is a document that defines the permissions for an IAM identity (such as a user, group, or role).

You can use IAM policies to grant permissions to existing users and groups based on department. You can create an IAM policy
that grants least privilege permission, which means that you only grant the mnimum permissions required for the users to perform
their tasks. You can then attach the policy to the IAM groups, which will apply the policy to all the users in those groups. This
solution will reduce operational costs and simplify configuration and management of permissions. References:
https:/docs.aws.amazon.conVl AM/latest/UserGuide/access_policies.html

AR #313

A company uses an Amazon DynamoDB table to store data that the company receives from devices. The DynamoDB table
supports a customer-facing website to display recent activity oncustomer devices The company configured the table with
provisioned throughput for writes and reads The company wants to calculate performance metrics for customer device data ona
daily basis. The solution must have mnimal effect on the table's provisioned read and write capacity Which solution will meet these
requirements?

e A. Use an Amazon Athena SQL query with the Amazon Athena DynamoDB connector to calculate performance metrics on a
recurring schedule.

¢ B. Use an Amazon EMR job with an Apache Hive external table to calculate performance metrics on a recurring schedule.

e C. Use an AWS Glue job with the AWS Glue DynamoDB export connector to calculate performance metrics on a recurring
schedule.

¢ D. Use an Amazon Redshift COPY command to calculate performance metrics on a recurring schedule.

HE. A

ME:

Amazon Athena provides a cost-effective, serverless way to query data without affecting the performance of DynamoDB. By using
the Athena DynamoDB connector, the company can perform the necessary SQL queries without consuming read capacity on the
DynamoDB table, which is essential for minimizing impact on provisioned throughput.

Key benefits:

Minimal Impact on Provisioned Capacity: Athena queries do not directly impact DynamoDB's read capacity, making it ideal for
running analytics without affecting the customer-facing workloads.

Cost-Effective: Athena is a serverless solution, meaning you pay only for the queries you run, making it highly cost-effective
compared to running a dedicated cluster like Amazon EMR or Redshift.

AWS Documentation: The use of Athena to query DynamoDB through its connector aligns with AWS's best practices for
performance efficiency and cost optimization.

AE #314

A payment processing company records all voice communication with its customers and stores the audio files in an Amazon S3
bucket. The company needs to capture the text firom the audio files. The company must remove from the text any personally
identifiable information (P1l) that belongs to customers.

‘What should a solutions architect do to meet these requirements?

e A. Configure an Amazon Transcribe transcription job with Pll redaction turned on. When an audio file is uploaded to the S3
bucket, invoke an AWS Lambda function to start the transcription job. Store the output in a separate S3 bucket.

e B. Process the audio files by using Amazon Kinesis Video Streams. Use an AWS Lambda function to scan for known Pll
patterns.

e (. When an audio file is uploaded to the S3 bucket, invoke an AWS Lambda function to start an Amazon Textract task to
analyze the call recordings.



¢ D. Create an Amazon Connect contact flow that ingests the audio files with transcription turned on. Embed an AWS Lambda
function to scan for known Pll patterns. Use Amazon EventBridge (Amazon CloudWatch Events) to start the contact flow
when an audio file is uploaded to the S3 bucket.

HE: A

Y.

"Sensitive data redaction replaces personally identifiable information (PII) in the text transcript and the audio file. A redacted
transcript replaces the original text with [PII]; a redacted audio file replaces spoken personal information with silence. This
parameter is useful for protecting customer information."

https:/docs.aws.amazon.convtranscribe/latest/dg/call-analytics- insights. htmi#call-analytics- insights-redaction
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