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NEW QUESTION # 76 
Which of the following types of attacks is often performed by looking surreptitiously at the keyboard or monitor of an employee's
computer?

A. Denial-of-Service (DoS) attack
B. Shoulder surfing attack
C. Man-in-the-middle attack
D. Buffer-overflow attack

Answer: B

NEW QUESTION # 77 
What is the purpose of configuring a password protected screen saver on a computer?

A. For preventing a system from a social engineering attack.
B. For preventing a system from a back door attack.
C. For preventing unauthorized access to a system.
D. For preventing a system from a Denial of Service (DoS) attack.

Answer: C

NEW QUESTION # 78 
John, a part-time hacker, has accessed in unauthorized way to the www.yourbank.com banking Website and stolen
the bank account information of its users and their credit card numbers by using the SQL injection attack. Now, John
wants to sell this information to malicious person Mark and make a deal to get a good amount of money. Since, he
does not want to send the hacked information in the clear text format to Mark; he decides to send information in
hidden text. For this, he takes a steganography tool and hides the information in ASCII text by appending whitespace
to the end of lines and encrypts the hidden information by using the IDEA encryption algorithm. Which of the
following tools is John using for steganography?

A. Snow.exe
B. Netcat
C. 2Mosaic
D. Image Hide

Answer: A

NEW QUESTION # 79 
Which of the following incident response team members ensures that the policies of the organization are enforced during the incident
response?

A. Technical representative
B. Information Security representative
C. Legal representative
D. Human Resource

Answer: D

NEW QUESTION # 80 
Which of the following types of malware does not replicate itself but can spread only when the circumstances are beneficial?

A. Trojan horse
B. Worm
C. Blended threat
D. Mass mailer



Answer: A

Explanation:
Section: Volume B
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......
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