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B #31
What is the recommended action for the"Guest Account Enabled'risk?

A. Add related endpoints to a watchlist

B. Apply a policy rule with an "Access" trigger and "Block" action on the Guest account
C. Disable Guest accounts on all endpoints

D. Disable the endpoint in Active Directory

M
R

: C
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In Falcon Identity Protection, the"Guest Account Enabled'risk highlights the presence of local or domain guest accounts that remain
active across endpoints. Guest accounts are inherently high-risk because they typically lack strong authentication controls, are rarely
monitored, and are frequently abused by attackers for lateral movement and persistence.

The CCIS curriculum explicitly recommendsdisabling Guest accounts on all endpointsas the primary remediation action. This is
because guest accounts often bypass standard identity governance processes and violate the principles ofleast privilegeandZero
Trust, both of which are foundational to Falcon Identity Protection's security model. Disabling these accounts removes an
unnecessary and dangerous authentication path from the environment.

Other options are incorrect because:

* Adding endpoints to a watchlist does not remediate the risk.

* Blocking access via a policy rule is less effective than eliminating the account entirely.

* Disabling endpoints in Active Directory does not directly address the guest account exposure.

Falcon Identity Protection prioritizeselimination of weak identity configurations, and disabling guest accounts is a direct, effective
action that immediately lowers identity risk scores and reduces attack surface.

Therefore,Option Cis the correct and verified answer.

H #32
Which of the following isNOTan available Goal within the Domain Security Overview?

A. Business Privileged Users Management
B. Pen Testing

C. AD Hygiene

D. Privileged Users Management

Ef: A

fEEL:

The Domain Security Overview in Falcon Identity Protection usesGoalsto frame identity risks into focused security assessment
perspectives. These goals allow organizations to evaluate identity posture based on specific security priorities such as directory
hygiene, privilege exposure, or overall attack surface reduction.

According to the CCIS curriculum, theavailable GoalsincludePrivileged Users Management, AD Hygiene, Pen Testing, andReduce
Attack Surface. These goals are predefined by CrowdStrike and determine how risks are grouped, weighted, and presented in
reports.

Business Privileged Users Managementisnot an available Goalwithin the Domain Security Overview.

While Falcon Identity Protection does support the concept ofbusiness privilegesand evaluates their impact on users and entities, this
concept is handled through risk analysis and configuration-not as a selectable Domain Security Goal.

The CCIS documentation clearly distinguishes betweenGoals(which control reporting and assessment views) andbusiness privilege
modeling(which influences risk scoring). Therefore,Option Bis the correct and verified answer.

ER #33
Where would a Falcon administrator enable authentication traffic inspection (ATT) for Domain Controllers?

A. Identity configuration policies
B. Identity detection configuration
C. Identity management settings
D. Identity protection settings

IEf#E: A

AR :

Authentication Traffic Inspection (ATI) is a foundational capability of Falcon Identity Protection that enables the platformto analyze
authentication traffic from domain controllers. According to the CCIS documentation, ATI is enabled throughldentity configuration
policies.

Identity configuration policies define how the Falcon sensor captures and inspects authentication-related traffic, including Kerberos,
NTLM, LDAP, and other identity protocols. Enabling ATT at this level ensures that domain controllers provide the necessary
telemetry for identity risk analysis, detections, and behavioral profiling.

The other options are incorrect because:

* Jdentity management settings focus on identity governance and administration.

* Identity detection configuration controls detection logic, not traffic inspection.



* Identity protection settings manage high-level configuration but do not directly enable ATI.
Because ATI nust be explicitly enabled vialdentity configuration policies,Option Ais the correct and verified answer.

HH #34
The Enforce section of Identity Protection is used to:

A. Gain an overview of the domain and indicate whether the domain follows best security practice

B. View all identity-based detections and identity-based incidents in the environment

C. Define policy rules that determine what actions to take in response to certain triggers observed in the environment
D. Configure domains, appliances, subnets, connectors, risk configuration, and settings

Ef#: C

TR

The Enforce section of Falcon Identity Protection is dedicated to policy-based identity enforcement.

According to the CCIS curriculum, this section allows administrators to define and manage Policy Rules and Policy Groups that
specify how the platform should respond when identity-related conditions are detected.

These rules evaluate triggers such as risky authentication behavior, privilege misuse, compromised credentials, or elevated risk
scores, and then execute actions like blocking access, enforcing MFA, or initiating Falcon Fusion workflows. Enforce is therefore
the execution layer of Falcon's identity security model.

The other options correspond to different sections of the platform:

Configuration tasks are handled in Configure.

Detections and incidents are reviewed in Monitor or Explore.

Domain posture overviews are displayed in Domain Security Overview.

Because Enforce directly controls what actions are taken in response to identity risk, Option B is the correct and verified answer.

B #35
For false positives, the Detection details can be set to new"Actions"using;

e A recommendations
e B. exits

e C. exceptions

e D. remediations

EfE: C

fiR .-

When an identity-based detection is determined to be afalse positive, Falcon Identity Protection allows administrators to take
corrective action usingexceptions. According to the CCIS curriculum, exceptions are the mechanism by which detections can be
suppressed for specific entities or conditions without disabling the detection entirely.

Exceptions are configured from theDetection detailsview and are intended to handle known, acceptable behavior that would
otherwise continue to trigger detections. This allows security teams to reduce noise while maintaining visibility into true threats.
Exceptions are especially valuable in environments with complex authentication patterns or legacy configurations.

The other options are incorrect:

* Exitsare not a detection control mechanism

* Remediationsrefer to corrective actions, not suppression logic.

* Recommendationsprovide guidance but do not change detection behavior.

By usingexceptions, Falcon ensures that false positives are handled in a controlled and auditable way, aligning with best practices
outlined in the CCIS material. Therefore,Option Cis the correct answer.

HR #36
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