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Topic 1
Analytics: This section covers troubleshooting connectivity and endpoint issues, analyzing dashboards and
logs, and reviewing reports related to user traffic and security events.

Topic 2
SASE deployment and management: This section focuses on deploying and managing FortiSASE for
branch and remote users, configuring advanced inspection features, and managing endpoint profiles and
compliance rules.

Topic 3
Secure Private Access (SPA): This domain includes designing SPA use cases, deploying SPA with SD-
WAN, and implementing ZTNA with tagging rules and access proxy configurations.

Topic 4
SASE architecture and integration: This domain covers integrating FortiSASE into existing networks,
identifying core SASE components, and evaluating their roles in advanced deployment scenarios.

Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q33-Q38):
NEW QUESTION # 33 
An administrator must restrict endpoints from certain countries from connecting to FortiSASE.
Which configuration can achieve this?

A. Configure a network lockdown policy on the endpoint profiles.
B. Configure a geography address object as the source for a deny policy.
C. Configure geofencing to restrict access from the required countries.
D. Configure source IP anchoring to restrict access from the specified countries.

Answer: C

Explanation:
Geofencing allows the administrator to restrict or allow access to FortiSASE services based on the geographic location of the
endpoints, effectively blocking connections from specified countries.

NEW QUESTION # 34 
Which two components are part of onboarding a secure web gateway (SWG) endpoint? (Choose two)

A. FortiSASE invitation code
B. proxy auto-configuration (PAC) file
C. FortiClient installer
D. FortiSASE CA certificate

Answer: B,D

Explanation:
Onboarding a Secure Web Gateway (SWG) endpoint involves several components to ensure secure and effective integration with
FortiSASE. Two key components are the FortiSASE CA certificate and the proxy auto-configuration (PAC) file.
* FortiSASE CA Certificate:
* The FortiSASE CA certificate is essential for establishing trust between the endpoint and the FortiSASE infrastructure.
* It ensures that the endpoint can securely communicate with FortiSASE services and inspect SSL
/TLS traffic.
* Proxy Auto-Configuration (PAC) File:
* The PAC file is used to configure the endpoint to direct web traffic through the FortiSASE proxy.
* It provides instructions on how to route traffic, ensuring that all web requests are properly inspected and filtered by FortiSASE.
References:
FortiOS 7.6 Administration Guide: Details on onboarding endpoints and configuring SWG.
FortiSASE 23.2 Documentation: Explains the components required for integrating endpoints with FortiSASE and the process for
deploying the CA certificate and PAC file.



NEW QUESTION # 35 
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?

A. content filter
B. FortiGuard category-based filter
C. inline cloud access security broker (CASB) headers
D. URL Filter

Answer: D

Explanation:
The exhibit indicates that the URL https://www.bbc.com/ is being blocked due to containing a banned word ("fight"). To allow
access to this specific URL, you need to adjust the URL filter settings on FortiSASE.
* URL Filtering:
* URL filtering allows administrators to define policies that block or allow access to specific URLs or URL patterns.
* In this case, the URL filter is set to block any URL containing the word "fight."
* Modifying URL Filter:
* Navigate to the Web Filter configuration in FortiSASE.
* Locate the URL filter settings.
* Add an exception for the URL https://www.bbc.com/ to allow access, even if it contains a banned word.
* Alternatively, remove or adjust the banned word list to exclude the word "fight" if it's not critical to the security policy.
References:
FortiOS 7.6 Administration Guide: Provides details on configuring and managing URL filters.
FortiSASE 23.2 Documentation: Explains how to set up and modify web filtering policies, including URL filters.

NEW QUESTION # 36 
What is the maximum number of Secure Private Access (SPA) service connections (SPA hubs) supported in the SPA use case?
(Choose one answer)

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:
In recent versions of FortiSASE (starting from version 24.4 and later), the platform has increased its scalability to support larger
enterprise environments.
* Maximum Hub Support: According to the FortiSASE Mature Administration Guide and the FortiSASE 25.3.148 Feature Release
Notes, administrators can now configure a maximum of 12 SPA Service Connections (SPA hubs). Previously, this limit was
restricted to 4 hubs.
* Scalability for Large Enterprises: This enhancement allows organizations with complex, geographically dispersed networks-such as
those with multiple regional datacenters or cloud hubs-to integrate up to 12 distinct FortiGate SD-WAN hubs into their SASE
infrastructure.
* Service Connection Licensing: Each SPA hub requires a dedicated FortiGate SPA Service Connection license. In MSSP
environments using FortiCloud Organizations, a single FortiSASE instance can inherit these licenses from a root OU, supporting up
to the same cumulative maximum of
12 service connections.
* Routing and Performance: These 12 hubs form the "Private Access" backbone, where FortiSASE security PoPs act as spokes.
The use of BGP (either per-overlay or on loopback) ensures that traffic is dynamically routed to the optimal hub based on the
destination network and defined SLA priorities.

NEW QUESTION # 37 
To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?



A. SD-WAN private access
B. next generation firewall (NGFW)
C. inline-CASB
D. zero trust network access (ZTNA) private access

Answer: D

Explanation:
ZTNA ensures that remote users can securely connect to private applications based on identity verification and security policies,
without needing a traditional VPN. This access method provides strong security with least-privilege access, which is ideal for
protecting private web servers and their data from unauthorized access. It also improves efficiency by dynamically verifying user
identity and device posture before granting access.

NEW QUESTION # 38
......
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