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GIAC Reverse Engineering Malware Sample Questions (Q16-Q21):
NEW QUESTION # 16 
A PE file's .rsrc section contains an embedded executable. What is the MOST common malware characteristic?

A. Persistence
B. Heap spraying
C. Self-extracting stub
D. C2 hardcoding

Answer: C

NEW QUESTION # 17 
You are analyzing a malware sample in IDA Pro and identify a suspicious function written in assembly. The function uses multiple
PUSH and MOV instructions and ends with a RET. How would you proceed to understand the function's purpose? (Choose three)

A. Identify which register stores the return value of the function.
B. Analyze the instructions leading up to the RET to understand what values are being pushed.
C. Look for calls to external libraries within the function.
D. Modify the function to replace the RET with a NOP.
E. Step through the function in a debugger to observe the changes in register values.

Answer: A,B,E

NEW QUESTION # 18 
You are performing behavioral analysis on a malware sample that makes unusual DNS queries and writes data to a specific registry
key.
Which actions should you take to further investigate this sample's behavior? (Choose three)

A. Reboot the system and observe if the malware starts again
B. Isolate the system and run the malware with network access disabled
C. Debug the malware to locate its API calls
D. Monitor registry changes using a tool like Procmon
E. Capture the DNS traffic using a network sniffer tool

Answer: A,D,E

NEW QUESTION # 19 
Which of the following is a common technique used by attackers to exploit vulnerabilities in RTF files?

A. SQL injection
B. Cross-site scripting
C. Directory traversal
D. Buffer overflow

Answer: D

NEW QUESTION # 20 
What is one way to investigate if a macro in an Office document is malicious?

A. Running the document in a protected view mode.
B. Observing whether the macro modifies document metadata.
C. Using a plain text editor to examine the macro code.
D. Executing the macro to see if it crashes the system.

Answer: A



NEW QUESTION # 21
......
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