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NEW QUESTION # 34
A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.
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Which three configuration actions will achieve this solution? (Choose three.)

A. Register FortiGate and FortiSASE under the same FortiCloud account.

B. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE
C. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

D. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.
E. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.

Answer: A,B,E

Explanation:

References:

FortiOS 7.2 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.
FortiSASE 23.2 Documentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.

NEW QUESTION # 35

An organization must block user attempts to log in to non-company resources while using Microsoft Office
365 to prevent users from accessing unapproved cloud resources.

Which FortiSASE feature can you implement to achieve this requirement?

A. Application Control with Inline-CASB
B. Web Filter with Infine-CASB

C. SSL deep inspection

D. Data loss prevention (DLP)

Answer: B

Explanation:

To block user attenpts to log in to non-conpany resources while using Microsoft Office 365, theWeb Filter with Inline-
CASBfeature in FortiSASE is the most appropriate solution. Inline-CASB (Cloud Access Security Broker) provides real-time
visibility and control over cloud application usage. When combined with Web Filtering, it can enforce policies to restrict access to
unauthorized or non-company resources within sanctioned applications like Microsoft Office 365. This ensures that users cannot
access unapproved cloud resources while still allowing legitimate use of Office 365.

Here's why the other options are incorrect:

* B. SSL deep inspection:While SSL. deep inspection is useful for decrypting and inspecting encrypted traffic, it does not specifically
address the need to block access to non-company resources within Office

365. It focuses on securing traffic rather than enforcing application-specific policies.

* C. Data loss prevention (DLP):DLP is designed to prevent sensitive data from being leaked or exfiltrated. While it is a valuable
security feature, it does not directly block access to non-company resources within Office 365.

* D. Application Control with Inline-CASB:Application Control focuses on managing access to specific applications rather than
enforcing granular policies within an application like Office 365. Web Filter with Inline-CASB is better suited for this use case.
References:

Fortinet FCSS FortiSASE Documentation - Inline-CASB and Web Filtering

FortiSASE Administration Guide - Securing Cloud Applications

NEW QUESTION # 36
Refer to the exhibits.
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A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the internet access policy.
Remote users are still able to download the eicar.com-zip file from https:/eicar.org. Traffic logs show traffic is allowed by the policy.
Which configuration on FortiSASE is allowing users to perform the download?

A. TIPS is disabled in the security profile group.

B. Force certificate inspection is enabled in the policy.

C. The HTTPS protocol is not enabled in the antivirus profile.
D. Web filter is allowing the traffic.

Answer: B

Explanation:
https//community. fortinet.comvt5/FortiSASE/Technical- Tip- Force-Certificate- Inspection-option-in- FortiSASF/ta-p/302617

NEW QUESTION # 37

A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.

Which three configuration actions will achieve this solution? (Choose three.)

A. Register FortiGate and FortiSASE under the same FortiCloud account.

B. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE
C. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

D. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.
E. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.



Answer: A,B,.E

Explanation:

Reference:

FortiOS 7.2 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.
FortiSASE 23.2 Documentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.

NEW QUESTION # 38
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

A. Tt offers zero trust network access (ZTNA) capabilities.

B. It uses the identity & access management (IAM) portal to validate the identities of remote workers.
C. It enforces granular access policies based on user identities.

D. It secures traffic from endpoints to cloud applications.

E. It enforces muilti-factor authentication (MFA) to validate remote users.

Answer: A,C,D

Explanation:

FortiSASE provides several features to ensure secure access for remote workers. The following three ways are particularly relevant:
It secures traffic from endpoints to cloud applications (Option B):

FortiSASE secures all traffic between remote endpoints and cloud applications by inspecting it in real time. This includes applying
security policies, threat detection, and data protection measures to ensure that traffic is safe and compliant.

It offers zero trust network access (ZTNA) capabilities (Option D):

ZTNA ensures that remote workers are granted access to resources based on strict verification of their identity and device posture.
By treating all users and devices as untrusted by default, ZTNA mmnimizes the risk of unauthorized access and lateral movement
within the network.

It enforces granular access policies based on user identities (Option E):

FortiSASE allows administrators to define and enforce fine-grained access policies based on user identities, roles, and other
attributes. This ensures that remote workers only have access to the resources they need, reducing the attack surface.

Here's why the other options are incorrect:

A . It enforces muilti-factor authentication (MFA) to validate remote users: While MFA is a critical security measure, it is typically
mmplemented through identity providers (e.g., FortiAuthenticator or third-party solutions) rather than directly through FortiSASE.
C.. It uses the identity & access management (IAM) portal to validate the identities of remote workers: FortiSASE integrates with
IAM systens but does not use the IAM portal itself to validate identities. Identity validation is handled through authentication
mechanisns like SAML, LDAP, or OAuth.

Reference:

Fortinet FCSS FortiSASE Documentation - Secure Remote Access

FortiSASE Administration Guide - ZTNA and Access Policies

NEW QUESTION # 39
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