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E Y #32

An administrator manages a corporate environment where all users log into the corporate domain each time they connect to the
network. The administrator wants to leverage login scripts to use a FortiNAC-F agent to enhance endpoint visibility Which agent
can be deployed as part of a login script?

e A Persistent
e B. Passive

e C. Mobile

e D. Dissolvable

IEf#: D

s

The dissolvable agent is designed to be executed at user login and does not require permanent installation on the endpoint. This
makes it suitable for deployment through domain login scripts, where it can run temporarily to collect endpoint posture and visibility
information and then remove itself after execution.
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B #33

An administrator wants to continually monitor endpoints for the existence of a specific registry key and the status of a required
security service.

‘Which two requirements must be in place for the administrator to use FortiNAC-F compliance monitors? (Choose two.)

e A MDM integration

¢ B. Persistent agent

e C. Remediation admin scan
e D. Customscan

_EE%: B\ D

TR

Compliance monitors require the persistent agent to continuously evaluate endpoint conditions such as registry keys and service
status. A custom scan must be defined to specify the exact registry key and security service checks that the monitor will assess on
the endpoint.

H #34

An administrator is configuring FortiNAC to manage FortiGate VPN users. As part of the configuration, the administrator must
configure a few FortiGate firewall policies. What is the purpose of the FortiGate firewall policy that applies to unauthorized VPN
clients?

A. To allow access to only the FortiNAC VPN interface
B. To deny access to only the production DNS server
C. To deny access to only the ForttiNAC VPN interface
D. To allow access to only the production DNS server

ER: A

B #35

During an evaluation of state-based enforcement, an admmnistrator discovers that ports that should not be under enforcement have
been added to enforcement groups.

In which view would the administrator be able to identify who added the ports to the groups?

¢ A The Security Events view

¢ B. The Admin Auditing view

e C. The Event Management view
¢ D. The Port Changes view

EfE: B

R :

In FortiNAC-F, accountability and forensic tracking of configuration changes are managed through the Admin Auditing finctionality.
‘When an admmistrator performs an action that modifies the system state--such as creating a policy, changing a device's status, or
adding a switch port to an Enforcement Group--the system generates an audit record. This record is essential for troubleshooting
scenarios where unauthorized or accidental configuration changes have occurred, leading to unintended network behavior.

The Admin Auditing view (found under Logs > Admin Auditing) provides a comprehensive log of the "Who, What, and When'" for
every administrative session. Each entry includes the username of the administrator, the source IP address from which they accessed
the FortiNAC-F console, a precise timestamp, and a detailed description of the modification. In the scenario described, where port
have been incorrectly added to enforcement groups, the Admin Auditing view allows a supervisor to filter by the specific "Port" or
"Group" object to identify exactly which admnistrator executed the command.

R #36
As part of a FortiNAC-F mntegration with FortiGate for management of VPN users, what must be configured on FortiGate to keep
FortiNAC-F up to date with VPN session information?

e A. SNMP traps
e B. RADIUS accounting



¢ C. Syslog messages
¢ D. Security Fabric ntegration

IEf#: B

R -

RADIUS accounting must be enabled on FortiGate so it sends session start and stop records to FortiNAC-F. These accounting
messages provide real-time VPN session status updates, allowing FortiNAC-F to track user connections and enforce appropriate
network access policies.
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