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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 2
Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.
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Topic 3
Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.

Topic 5 Troubleshooting

Topic 6

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

Topic 7
Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMs), ensuring smooth system management.
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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q16-
Q21):
NEW QUESTION # 16 
Refer to the exhibit. An administrator assigned a new policy package to FortiGate HQ-NGFW-1.
In the installation preview, they noticed some settings they did not modify and are unsure about the changes.
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Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

A. FortiGate HQ-NGFW-1 will use the root_CA3 certificate in firewall address objects or policies.
B. FortiManager will install the CA certificate named root_CA3 to authenticate FortiGate-to- FortiManager communication
protocol (FGFM) tunnel connections with FortiGate HQ- NGFW-1.
C. FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download
FortiGuard updates.
D. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

Answer: B,C

Explanation:
The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ-NGFW-1 to contact
FortiManager as a FortiGuard Distribution Server (FDS) for FortiGuard updates.
The installation includes a root_CA3 certificate, which FortiManager will install on FortiGate HQ- NGFW-1 to authenticate FGFM
tunnel connections between the devices.

NEW QUESTION # 17 
Refer to the exhibit. Which statement about the environment shown in the exhibit is correct?



A. FortiAnalyzer features are not enabled on this FortiManager device.
B. You must restart the secondary unit if you promote it to become the primary.
C. No FortiGuard packages have been synchronized between the cluster members yet.
D. A failover will take place after five minutes without receiving heartbeat packets.

Answer: A

Explanation:
lf FortiAnalyzer features are enabled, you cannot add FortiAnalyzer to FortiManager. You will also not be able to configure
FortiManager high availability (HA).

NEW QUESTION # 18 
Refer to the exhibit. How will FortiManager try to get updates tor antivirus and IPS?

A. From the list of configured override servers or public FDN servers
B. From the default server fds1.fortinet.com
C. From the configured override server IP address 10.0.1.50 only
D. From public FDNI server IP address with the fourth highest octet only

Answer: C

Explanation:
As the server override mode is strict, there is no fallback. FMG will communicate only with server configure in override server list.



NEW QUESTION # 19 
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does not match the device-level database.
B. The system template default will override device-level database configurations.
C. The latest revision history for the managed FortiGate does match the FortiManager policy database.
D. Configuration changes have been installed on FortiGate, updating policy and device-level database.

Answer: A,B

Explanation:
The status "pending" indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.
The template is marked as [modified], so the system template default will override device-level database configurations when
installed.

NEW QUESTION # 20 
An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.
To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.
How can the administrator create this setup?

A. Enable the prompt asking the administrator to accept firewall policies changes before saving.
B. Enable workflow mode and the ADOM lock feature.
C. Enable device lock and the advanced mode feature in the ADOM.
D. Enable the workspace (for all ADOMs) to control all changes made by any administrator.

Answer: B

Explanation:
Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by multiple
administrators.

NEW QUESTION # 21
......
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