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HM #69
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can determine the security posture of an endpoint.

B. Zero-trust tags can be used to allow or deny access to network resources

C. Zero-trust tags can be used to create multiple endpomt profiles which can be applied to different endpoints
D. Zero-trust tags can be used to allow secure web gateway (SWG) access

Ef#: A. B

fE:

Zero-trust tags are critical in implementing zero-trust network access (ZTNA) policies. Here are the two key advantages of using
zero-trust tags:

* Access Control (Allow or Deny):
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* Zero-trust tags can be used to define policies that either allow or deny access to specific network resources based on the tag
associated with the user or device.

* This granular control ensures that only authorized users or devices with the appropriate tags can access sensitive resources,
thereby enhancing security.

* Determmning Security Posture:

* Zero-trust tags can be utilized to assess and determine the security posture of an endpoint.

* Based on the assigned tags, FortiSASE can evaluate the device's compliance with security policies, such as antivirus status, patch
levels, and configuration settings.

* Devices that do not meet the required security posture can be restricted from accessing the network or given limited access.
References:

FortiOS 7.6 Admmnistration Guide: Provides detailed information on configuring and using zero-trust tags for access control and
security posture assessment.

FortiSASE 23.2 Docummentation: Explains how zero-trust tags are implemented and used within the FortiSASE environment for
enhancing security and compliance.

HR #70

Refer to the exhibit.

An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE
tunnel and redirect it to the endpoint physical interface.

‘Which configuration must you apply to achieve this requirement? (Choose one answer)

e A Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.
¢ B. Exempt Google Maps in URL filtering in the web filter profile.

e C. Add the Google Maps URL i the zero trust network access (ZINA) TCP access proxy forwarding rule.

¢ D. Add the Google Maps URL as a steering bypass destination in the endpoint profile.

Ef#: D

L2

In FortiSASE, the requirement to redirect specific traffic away from the secure tunnel and through the local physical interface is
achieved through Steering Bypass (commonly referred to as split tunneling).

* Steering Bypass Destinations: This feature is configured within the Endpoint Profile settings. When an administrator adds a
destination (such as the Google Maps URL or FQDN) to the Steering Bypass table, the FortiClient agent updates the local routing
table on the endpoint.

* Traffic Redirection: Traffic matching these bypass rules is explicitly excluded from the FortiSASE VPN tunnel and instead sent
directly out of the device's local internet gateway (physical interface). This is ideal for optimizing bandwidth and reducing latency for
trusted, high-volume applications like mapping services or video conferencing,

* Analysis of Other Options:

* Option A: ZTNA TCP access proxy rules are designed for secure access to private applications, not for managing how internet-
bound traffic is routed.

* Option B: While it uses the term "steering bypass," there is no "tunnel firewall policy" configuration for this purpose; the
configuration is done at the endpoint profile level.

* Option C: Exempting a URL in the Web Filter profile only instructs FortiSASE to skip security scanning (AV, DLP, etc.) for that
traffic. The traffic would still be encapsulated in the tunnel and sent to FortiSASE, which does not meet the requirement to redirect it
to the physical interface.

By configuring the Google Maps URL as a steering bypass destination, the organization ensures the traffic never enters the SASE
tunnel, fulfilling the requirement for both traffic inspection (for all other traffic) and local redirection (for Google Maps).

B #71
What is the recommended method to upgrade FortiClient in a FortiSASE deployment?

e A. Renote users must upgrade the FortiClient manually.

e B. The FortiSASE administrator will upload the desired FortiClient version to the FortiSASE portal and push it to endpoints.
e C. FortiSASE automatically upgrades FortiClient when a new version is released.

e D. The FortiSASE administrator must assign endpoint groups to an endpoint upgrade rule.

L



In FortiSASE, the recommended method to upgrade FortiClient is to configure an endpoint upgrade rule and assign it to specific
endpoint groups. This ensures controlled and automated upgrades across managed devices.

B #72
Which role does FortiSASE play in supporting zero trust network access (ZINA) principles9

A. Tt can identify attributes on the endpoint for security posture check.
B. It offers hardware-based firewalls for network segmentation.

C. It integrates with software-defined network (SDN) solutions.

D. It enables VPN connections for remote employees.

IEf#: A

AR

FortiSASE supports zero trust network access (ZTNA) principles by identifying attributes on the endpoint for security posture
checks. ZTNA principles require continuous verification of user and device credentials, as well as their security posture, before
granting access to network resources.

* Security Posture Check:

* FortiSASE can evaluate the security posture of endpoints by checking for compliance with security policies, such as antivirus
status, patch levels, and configuration settings.

* This ensures that only compliant and secure devices are granted access to the network.

* Zero Trust Network Access (ZTNA):

* ZINA is based on the principle of "never trust, always verify," which requires continuous assessment of user and device
trustworthiness.

* FortiSASE plays a crucial role in implementing ZTNA by performing these security posture checks and enforcing access control
policies.

References:

FortiOS 7.6 Administration Guide: Provides nformation on ZTNA and endpoint security posture checks.

FortiSASE 23.2 Docummentation: Details on how FortiSASE implements ZTNA principles.

HE#73

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

e A Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

¢ B. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
e (. Use the self-registration portal on FortiSASE to grant internet access.

e D. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.

Ef#: C

TR
The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the internet without requiring full endpoint management or policy

configuration.
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