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The Cisco 300-745 desktop practice exam software is customizable and suits the learning needs of candidates. A free demo of the
Designing Cisco Security Infrastructure (300-745) desktop software is available for sampling purposes. You can change 300-745
Practice Examl's conditions such as duration and the number of questions. This simulator creates a Cisco 300-745 real exam
environment that helps you to get familiar with the origmnal test.

It is important to mention here that the Designing Cisco Security Infrastructure practice questions played important role in their Cisco

300-745 Exams preparation and their success. So we can say that with the Cisco300-745 Exam Questions you will get everything
that you need to learn, prepare and pass the difficult Cisco 300-745 exam with good scores.
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training materials are the learning materials that each candidate must have. With this materials, the candidates will have the confidence
to take the exam. Training materials in the TestBraindump are the best training materials for the candidates. With TestBraindump's
Cisco 300-745 Exam Training materials, you will pass the exam easily.

Cisco Designing Cisco Security Infrastructure Sample Questions (Q10-Q15):

NEW QUESTION # 10

A financial company uses a remote access solution that directs all traffic over a secure tunnel. The company recently received some
large ISP bills from the headquarter location. According to traffic analysis during the investigation, most of the network traffic was
due to employees spending a lot of time on video conferences provided by a SaaS collaboration company. What must the company
modify to reduce the cost without negatively impacting security or employee experience?

A. Suggest users to disconnect fromthe VPN when on video calls.

B. Block the video conferencing app when connected on VPN.

C. Reduce the video resolution size permitted within the SaaS application.
D. Split-exclude the video SaaS application from the VPN.

Answer: D

Explanation:

In aFull TunnelVPN configuration, all traffic from the remote client is sent to the VPN headend before being routed to its final
destination. This often results in "hairpinning,” where high-bandwidth latency-sensitive traffic, such as video conferencing, travels to
the corporate data center only to be sent back out to the internet, doubling the bandwidth consumption at the headquarter's ISP link.
To resolve this, the company should implementSplit- Excludetunneling. This configuration allows the VPN administrator to define
specific applications or IP ranges-in this case, the SaaS video platform-that should bypass the secure tunnel and go directly to the
internet via the user's local ISP. This significantly reduces the load on the corporate headquarter's internet connection and often
improves the "employee experience" by reducing latency for the video stream. Unlike Option A, which degrades quality, or Option
C/D, which disrupts workflow and security posture, split-excluding trusted SaaS traffic maintains a high security standard for internal
resources while optimizing infrastructure costs. This aligns with theCisco SDSIobjective of designing scalable and cost-effective
remote access solutions usingCisco Secure Client(AnyConnect) and Firepower Threat Defense (FTD) policies.

NEW QUESTION # 11

Network admnistrators at a medical facility cannot log in to network devices because of excessive resource consumption and high
CPU utilization. The situation has led to delays in routine maintenance and troubleshooting, which affects overall network
performance. An engineer must optimize the handling of traffic to reduce the impact and mantain consistent access and operational
efficiency. Which approach must be implemented to meet the requirement?

A. Control Plane Policing
B. AAA

C.RBAC

D. SNMP

Answer: A

Explanation:
Control Plane Policing (CoPP) protects the CPU of network devices by filtering and rate- limiting control plane traffic. This prevents
excessive resource consumption, ensures stability, and maintains administrator access for mantenance and troubleshooting.

NEW QUESTION # 12

An enployee of a pharmaceutical conpany accidentally checked in code that contains AWS secret keys to a public GitHub
repository, which exposes production resources to attackers. Which mitigation strategy must a security engineer recommend to
prevent future reoccurrence?

A. Add a web application firewall

B. Configure a SCM precommit hook.

C. Inplement a phishing education campaign.

D. Implement a more granular port security strategy.
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Answer: B

Explanation:

Accidental exposure of sensitive credentials, such as API keys or AWS secrets, is a major risk in modern DevOps environments.
To prevent such incidents from occurring, the most effective technical control is the implementation of aSource Code Management
(SCM) precommit hook. A precommit hook is a script that runs locally on a developer's machine before a commit is finalized and
pushed to a remote repository.

According to Cisco's DevSecOps design principles, precommit hooks can be configured to scan the code for specific patterns that
resemble secrets (e.g., regex for AWS Access Key IDs). Ifthe scanner detects a secret, it automatically aborts the commit, forcing
the developer to remove or properly encrypt the sensitive data before the code can leave their local machine. This provides an
immediate "shif-left" safety net that stops the leak at the source.

While aWeb Application Firewall (WAF)(Option A) protects against external attacks andPort Security (Option B) manages Layer 2
access, neither can prevent a developer from pushing code to GitHub. Aphishing education campaign(Option C) is beneficial for
general security awareness but does not provide the automated, technical enforcement required to block credential leakage. By
configuring precommit hooks, the pharmaceutical company establishes a proactive defense mechanism that significantly reduces the
risk of credential exposure and aligns with the automation objectives of the Cisco SDSI curriculum

NEW QUESTION # 13

A software development company uses multiple cloud providers to host the applications. The company is designing a scalable
firewall solution that must meet the requirements:

- Consistent security policies across muiltiple cloud environments.

- Centralized visibility and management.

- Scalability to accommodate different cloud platforms.

Which type of firewall meets the requirements?

A. host-based firewall
B. distributed firewall
C. zone-based firewall
D. traditional firewall

Answer: B

Explanation:

A distributed firewall is designed for multi-cloud and hybrid environments. It ensures consistent security policies across multiple
platforns, offers centralized visibility and management, and scales seamlessly with workloads across different cloud providers. This
directly meets the requirements of the scenario, unlike traditional or host-based solutions that lack centralized scalability across

multiple clouds.

NEW QUESTION # 14

A technology company has many remote workers who access corporate resources from various locations. The company must
ensure that security policies are managed and enforced directly on endpoints, and endpoints are protected from threats regardless of
location. Which firewall architecture meets the requirements?

A. next-generation firewall
B. host-based firewall

C. traditional firewall

D. web application firewall

Answer: B

Explanation:

As organizations shift toward a "borderless" or hybrid work model, the traditional perimeter-based security model becomes
msufficient. When employees work from home, coffee shops, or airports, they are no longer behind the enterprise's physicalNext-
Generation Firewall NGFW)(Option A). To ensure that security policies are enforced "regardless of location," the security must
move with the device.

Ahost-based firewallis a software-defined firewall that resides directly on the endpoint (laptop, workstation, or server). In the Cisco
ecosystem, this is often a component ofCisco Secure ClientorCisco Secure Endpoint

. Because the firewall is local to the operating system, it can enforce strict inbound and outbound traffic rules even when the user is
not connected to a VPN. This protects the device from lateral movement threats on untrusted local networks (like a public Wi-Fi)



and ensures that only authorized applications can communicate over the network.

While an NGFW (Option A) provides superior deep packet inspection for the corporate perimeter, and aWeb Application Firewall
(WAF)(Option C) protects web servers from application-layer attacks, neither provides the local, location-independent protection
required for a distributed remote workforce. Implementing a host- based firewall aligns with theZero Trustarchitecture promoted by
Cisco, where the endpoint itself becomes a micro-perimeter capable of self-protection.

NEW QUESTION # 15

We have made classification to those faced with various difficulties, aiming at which we adopt corresponding methods to deal with.
According to the statistics shown in the feedback chart, the general pass rate for latest 300-745 test prep is 98%, which is far
beyond that of others in this field. In recent years, our 300-745 Exam Guide has been well received and have reached 99% pass
rate with all our dedication. As one of the most authoritative question bank in the world, our study materials make assurance for your
passing the 300-745 exam
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