KCSAREB 58T . KCSAT A N5 E

ERKERD S5 FEETKubestronauti®
R (KCNA/KCSA/CKA/CKAD/CKSZ2 )
gL E r s

Q i /Zenn

B A PassdTest KCSAD—H%# 7 SV FRA L —Y 6K vy r— R TE&Z7: hitps/drive.google.com/open?
id=1dql_nkiGY jBGew!CwvAyPZq118rmW90

KCSA#KE R . BV ELANMTOREL LEHETE3RABHE oA (X —TF. b EEOHTT
Bl EoTHRELTEEL . KCSAML—=Y I T L A Y XY TOEBRIEREEBVERRD LD, Fhl
BEEIIIZWCWET., ZEBELPENEBMRBCOLTE. HETAOBREE N UHOKCSA¥RE A1 M %
BIRT2HERD Y £ 7. KCSARE#HM 2R L TAHATLE I,

PassdTest5 #44t L 72 Linux Foundaton D KCSADEREE b L —=> 7 BRIE ZBAEDE S A DFH 52 B-0Dik & D
ToEHDIEWCHY £3. ZhidPassdTest® Limx FoundationDKCSADRER b L —=> 7 BRI EETE 2 4
DT, MECZBEZBU TRBCEB T 2L I L 2ilL £ L /2. PassdTesth 244t L 7z Linux Foundation®
KCSADREBE bL —= Y 7 BRERA M7= B oTs FoLET7DEEY—FL T &7, PassdTestid 14 &
FOBRSADHEA5BT. FFHAR WL TT . Linx Foundation D KCSAD FREF B 5 21 72 5 . & { PassdTest& t»
IYAL &IV ILTLEEG, DBEHPELVEDEBZIENTEE TS, IALZVLETTEEL
BWTT. RVEMRLZ. RUVEB2BUBITEMRC RV ehok s, B vavEYII— b AN E
L&

>> KCSAR B 5835 <<

KCSAT A MG B & KCSAH &35 hi B RE i 5

KCSARBOD 7L —> X > 7. S Y RELAQMITERS ¥ 2N LA TE 9. KCSAREBA 1 Fix. Ru
HE2B20CHKILb &Y. KCSADF A MM, TLERETEE» OMRNCEHSEG 2T 20K
BB & T MANLDBERS. KCSARER D E R T20~308 #1583 nid . KCSARBIC &L . zhichy
CTEMERBTCEB3EEMPLEL 2,

Linux Foundation KCSA Rz 5 D H E i -

FEY 2 HEHE

o IS5y T A—LbEFaYT4: TDEITaVTE. IV REF2YTFAT—FT7
FORFLEFMAEL. 75y b7 4r—s2Fkicbl2tx2) 74 LOBEHEIELIREL
WELET. ChCE A A—PHELSTTOA AV NETOY 7 b7 2747 54

bEY Z 1 Frz—rvDt¥xa2)7 4R THAKEEY—ECRX Xy > 20K, AFHEESE (PKD

DEHE, 2y FT—2ELHOHIH. 7RIvvarvario—SrHukexral) 74K

Vy—ODBALENTENET .

o KubermnetesBBRETF IV: CDX 723> Tl 777 F€F 2V 74 7—F727 hDAF
WEFHE L . KubemetesZ 5 A & —w2xt 4 2EN L BB EHFEL . BRI 3888 b
Ny 22 nNEv. HRAK., y—EXAEFTHE., BBOHZI1—NET. 2y b7—IR—20K
BLoosl—BRELBEXRZ brvizmi. M%7 — K 2 RE L. WEEVBEN Tk
PEBTI20BC Y OB BB I en RN E T,



https://drive.google.com/open?id=1dq1_nklGY_jBGew1CwvAyPZq1l8rmW9o
https://www.jptestking.com/KCSA-exam.html
https://www.jpexam.com/KCSA_exam.html
https://www.pass4test.jp/KCSA.html
https://www.jpshiken.com/KCSA_shiken.html

o IVITSATYARERF2VTFATL—ALAY—2: 2D a>yTlR. a7 547

AHBEDORA XV EFHMEL. tF 2V 74 2R BHEG 2L T 20O ERLHEIE
ey 23 DEACEREXTET. ¥FBROaV T IA T VYABLIVBREBETV Y/ 7L —4
T—2 0. 3754 Fx— 0 F 2 ) T4 EGOERE. A0 71 EHIO
R EHHO - OEELY —VOEHAE EAPEESNE T,

Linux Foundation Kubernetes and Cloud Native Security Associate 38 X

KCSA A BB & (Q19-Q24):

HME#19
A cluster admmnistrator wants to enforce the use of a different container runtime depending on the application a workload belongs to.

¢ A. By modifying the kube-apiserver configuration file to specify the desired container runtime for each application.

¢ B. By configuring amutating admission controllerwebhook that intercepts new workload creation requests and modifies the
container runtime based on the application label.

¢ (. By configuring avalidating admission controllerwebhook that verifies the container runtime based on the application label
and rejects requests that do not comply.

¢ D. By manually modifying the container runtime for each workload after it has been created.

Ef#: B

A -

* Kubernetes supports workload-specific runtimes viaRuntimeClass.

* Amutating admission controllercan enforce this automatically by:

* Intercepting workload creation requests.

* Modifying the Pod spec to set runtimeClassName based on labels or policies.
* Incorrect options:

* (A) Manual modification is not scalable or secure.

* (B) kube-apiserver cannot enforce per-application runtime policies.

* (C) A validating webhook can onlyreject, not modify, the runtime.
References:

Kubernetes Documentation - RuntimeClass

CNCEF Security Whitepaper - Admission controllers for enforcing runtime policies.

ER#20
What is the reasoning behind considering the Cloud as the trusted computing base of a Kubernetes cluster?

A. A vulnerability in the Cloud layer has a negligible impact on containers due to Linux isolation mechanisms.

B. A Kubernetes cluster can only be trusted if the underlying Cloud provider is certified against international standards.

C. A Kubernetes cluster can only be as secure as the security posture of'its Cloud hosting,

D. The Cloud enforces security controls at the Kubernetes cluster level, so application developers can focus on applications

only.
EfE: C

AR :

* The4C's of Cloud Native Security(Cloud, Cluster, Container, Code) model starts withCloudas the base layer.

* Ifthe Cloud (infrastructure layer) is compromised, every higher layer (Cluster, Container, Code) mherits that compromise.

* Exact extract (Kubernetes Security Overview):

* "The 4C's of Cloud Native security are Cloud, Clusters, Containers, and Code. You can think of the 4C's as a layered approach.
A Kubermetes cluster can only be as secure as the cloud infrastructure it is deployed on."

* This means the cloud is part of thetrusted computing baseof'a Kubernetes cluster.

References:

Kubernetes Docs - Security Overview (4C's): https://kubernetes.io/docs/concepts/security/overview/#the-
4cs-of-cloud-native-security



R #21
What is the purpose of the Supplier Assessments and Reviews control in the NIST 800-53 Rev. 5 set of controls for Supply Chain
Risk Management?

A. To conduct regular audits of suppliers' financial performance.

B. To identify potential suppliers for the organization.

C. To evaluate and monitor existing suppliers for adherence to security requirements.
D. To establish contractual agreements with suppliers.

Ef#: C

TR

* In NIST SP 800-53 Rev. 5,SR-6: Supplier Assessments and Reviewsrequires evaluating and monitoring suppliers' security and
risk practices.

* Exact extract (NIST SP 800-53 Rev. 5, SR-6):

* "The organization assesses and monitors suppliers to ensure they are meeting the security requirements specified in contracts and
agreements."

* This is aboutongoing monitoringof supplier adherence, not financial audits, not contract creation, and not supplier discovery.
References:

NIST SP 800-53 Rev. 5, Control SR-6 (Supplier Assessments and Reviews): https/csrc.nist.gov/publications
/detail/sp/800-53/rev-5/final

HA #22
What is the purpose of an egress NetworkPolicy?

A. To control the incoming network traffic to a Kubernetes cluster.

B. To control the outgoing network traffic from one or more Kubernetes Pods.
C. To secure the Kubernetes cluster against unauthorized access.

D. To control the outbound network traffic froma Kubernetes cluster.

iIFf@g: B

L2

* NetworkPolicycontrols network trafficat the Pod level

* Ingress rules:controlincomingconnections to Pods.

* Egress rules:controloutgoingconnectionsfrom Pods.

* Exact extract (Kubernetes Docs - Network Policies):

* "An egress rule controls outgoing connections from Pods that match the policy."
* Clarifying wrong answers:

* A/B: Too broad (cluster-level); policies apply per Pod/Namespace.

* C: Security against unauthorized access is broader than egress policies.
References:

Kubernetes Docs - Network Policies: https:/kubernetes.io/docs/concepts/services-networking/network- policies/

R #23
A container running in a Kubernetes cluster has permission to modify host processes on the underlying node.

‘What combination of privileges and capabilities is most likely to have led to this privilege escalation?

A. hostPath and AUDIT WRITE

B. There is no combination of privileges and capabilities that permits this.
C. hostNetwork and NET RAW

D. hostPID and SYS PTRACE

IEf#: D

A -

* hostPID:When enabled, the container shares the host's process namespace # container can see and potentially interact with host
processes.

* SYS PTRACE capability:Grants the container the ability to trace, inspect, and modify other processes (e.g., via ptrace).



* Combination of hostPID + SYS PTRACE allows a container toattach to and modify host processes, which is a direct privilege
escalation.

* Other options explained:

* hostPath + AUDIT WRITEhostPath exposes filesystem paths but does not inherently allow process modification.

* hostNetwork + NET RAW:grants raw socket access but only for networking, not host process modification.

* Adncorrect - such combinationsdo exist(like B).

References:

Kubernetes Docs - Configure a Pod to use hostPID: https:/kubernetes.io/docs/tasks/configure-pod-container
/share-process-namespace/

Linux Capabilities man page: hitps://man7.org/linux/man-pages/man’7/capabilities. 7.html
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