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HH #307

A security administrator is using Cisco ISE to create a BYOD onboarding solution for all employees who use personal devices on
the corporate network. The administrator generates a Certificate Signing Request and signs the request using an external Certificate
Authority server.

Which certificate usage option must be selected when importing the certificate into ISE?

A. RADIUS
B. DLTS
C. Portal
D. Admin

H
R

: C

M #308

A network administrator is configuring a secondary cisco ISE node from the backup configuration of the primary cisco ISE node to
create a high availability pair The Cisco ISE CA certificates and keys must be manually backed up fiom the primary Cisco ISE and
copied nto the secondary Cisco ISE Which command most be issued for this to work?

e A application configure Ise
e B. Import certificate Ise

e C. copy certificate Ise

e D. certificate configure Ise

Ef#: A

R -
https’//community.cisco.comvtS/network-access-controlise-certificate-import-export/m-p/3847746

E M #309
Client provisioning resources can be added into the Cisco ISE Administration node from which three of these? (Choose three.)

A. Posture Agent Profile
B. TFTP

C.FTP

D. local disk

E. www-cisco.com

IEf#: A. D. E

HR #310

Refer to the exhibit. An engineer must configure central web authentication on the Cisco Wireless LAN Controller to use Cisco ISE
for all guests connected to the wireless network. The Cisco Wireless LAN Controller and the Cisco ISE were configured, and the
RADIUS-related ports were opened on the firewall. Which additional port must be opened to allow communication between the
Cisco Wireless LAN Controller and Cisco ISE?



Internet

Switch

A. TCP 80

B. UDP 1645
C. UDP 1813
D. TCP 8443

IEf#: D

R -

In a Central Web Authentication (CWA) setup, Cisco Wireless LAN Controller (WLC) interacts with Cisco ISE to redirect guest
users to a web portal for authentication. The additional port required for this commumication is TCP 8443, which is used by Cisco
ISE for the web portal redirection and communication with the WLC.

R #311
What does MAB leverage a MAC address for?

e A password

e B. cisco-av-pair

e (. Calling-Station-1D
e D. username

IEf#: D

B #312
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