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A #104
Which is an important difference between IT systens and IACS?
Available Choices (select all choices that are correct)

A. TACS cybersecurity must address safety issues.
B. Routers are not used in IACS networks.

C. The IT security priority is availability.

D. The IACS security priority is integrity.
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IT systems and IACS have different security priorities, requirements, and challenges. According to the ISA

/IEC 62443 standards, the security priority for IT systems is confidentiality, which means protecting the data from unauthorized
access or disclosure. The security priority for [ACS is integrity, which means ensuring the accuracy and consistency of the data and
the functionality of the system. A loss of integrity in an IACS can have severe consequences, such as physical damage, environmental
harm, or human injury. Therefore, IACS cybersecurity must address safety issues, which are not typically considered in IT security.
Safety is the ability of the system to prevent or mitigate hazardous events that can cause harm to people, property, or the
environment. The ISA/IEC 62443 standards provide guidance and best practices for ensuring the safety and security of [ACS, as
well as the availability and reliability of the system. Availability is the ability of the system to perform its intended function when
required, and reliability is the ability of the system to perform its intended fimction without failure. These properties are also important
for IT systems, but they may have different trade-offs and implications for IACS. For example, an IACS may have stricter
performance and availability requirements than an IT system, as a delay or disruption in the TACS operation can affect the industrial
process and its outcomes. Additionally, an IACS may have longer equipment lifetimes and less frequent maintenance windows than
an IT system, which can make patching and updating more difficult and risky. Furthermore, an IACS may use different technologies
and architectures than an IT system, such as legacy devices, proprietary protocols, or specialized hardware. These factors can
create compatibility and interoperability issues, as well as increase the attack surface and complexity of the IACS. Therefore, IT
security solutions and practices may not be sufficient or suitable for IACS, and they may need to be adapted or supplemented by
TACS-specific security measures. The ISA/IEC 62443 standards address these differences and provide a comprehensive
framework for securing IACS throughout therr lifecycle.

References: 1: Security of Industrial Autormation and Control Systenns - ISAGCA 2: ISA/IEC 62443 Series of Standards - ISA 3:
ISA/IEC 62443 Series of Standards | ISAGCA 4: Securing IACS based on ISA/IEC 62443

- Part 1: The Big Picture

The key differences between IT (Information Technology) systems and IACS (Industrial Automation and Control Systems) are
centered on their primary security objectives and operational requirements:

Option A: The IACS security priority is integrity. This is crucial because any unauthorized modification of data or commands can
lead to severe operational disruptions and safety hazards.

Option C: IACS cybersecurity must address safety issues. Safety is a primary concern in IACS environments where process
disruptions or malfinctions can result in harm to human operators or damage to equipment.

The primary security priority in traditional I'T systems is often confidentiality, not availability as stated in Option B, and routers are
commonly used in IACS networks, contrary to Option D.

R #105
As related to technical security requirements for TACS components, what does CCSC stand for?

A. Common Component Security Criteria

B. Centralized Component Security Compliance
C. Common Component Security Constraints

D. Comprehensive Component Security Controls

EfE: A

R 2

CCSC stands for "Common Component Security Criteria." In the ISA/IEC 62443 series, specifically in Part 4-

2, CCSC refers to a harmonized set of security criteria applicable to individual components within an IACS, such as embedded
devices, network devices, host devices, and software applications. These criteria are used to ensure that each component meets a
consistent baseline for cybersecurity, supporting overall system security.

Reference: ISA/IEC 62443-4-2:2019, Section 4.1 (Definition of CCSC); Glossary.

E M #106
Which of the following is NOT a general class of firewalls?

A. Application proxy
B. Stateful inspection
C. Network monitor
D. Packet filter

IEfE: C
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Packet filter, application proxy, and stateful inspection are all recognized types or classes of firewalls in both IT and industrial control
environments. A network monitor, on the other hand, is not considered a firewall but rather a tool for observing and analyzing
network traffic. It does not provide firewall-like controls for blocking or allowing traffic.

Reference: ISA/IEC 62443-3-3:2013, Section 4.2.3.3 ("Types of firewalls"); ISA/IEC 62443-1-122007, Section 3.2.6.

HEA #107
Which part of the ISA/IEC 62443 series describes a methodology to develop quantitative metrics?

A. Part 1-3
B. Part 3-2
C. Part 1-2
D. Part 2-1

EfE: A
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ISA/TEC 62443-1-3 specifically provides guidance on developing quantitative metrics for evaluating the effectiveness of TACS
security programs. This part introduces models and methods to create meaningful security program ratings, allowing organizations to
quantitatively measure their security maturity and the effectiveness of security controls over time.

Reference: ISA/IEC 62443-1-3:22017, Introduction and Scope.

M #108
A national standards body wants to represent its country's interests at an international level and adopt global standards locally. What
role does this organization fulfill?

¢ A. Regulatory Agency

¢ B. National Standardization Body
¢ C. Global SDO

¢ D. Industry Consortium

IEf#: B

fiR .-

A National Standardization Body (NSB) represents a country's interests in international standards organizations like ISO or IEC,
and is responsible for adopting and promoting these standards at the national level.

"A National Standardization Body (NSB) participates in the development of international standards, represents national interests,
and facilitates the adoption of international standards as national standards."

- ISA/IEC 62443-1-1:2007 - Definitions and Governance Roles

In contrast:

A Global SDO (Standards Development Organization) works at the international level A Regulatory Agency enforces rules An
Industry Consortiumiis a private collaboration, not a national entity References:

ISA/TEC 62443-1-122007 - Roles in Standardization

ISO/IEC Guide 21 - Adoption of International Standards
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