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i 8 #106
Which of'the following is a critical step in ensuring that a cybersecurity program meets the needs of the business?
Response:

¢ A Involving business leaders and stakeholders in cybersecurity planning and strategy development
¢ B. Implementing a one-size-fits-all security model across the organization

¢ C. Avoiding discussions of cybersecurity with non-technical teams

¢ D. Excluding senior leadership from cybersecurity discussions

ER: A

FRE #107

Your organization has been monitoring an increasing number of phishing attacks targeting senior leadership. You've identified several
incidents where executives nearly fell victim to these scams. What steps should you take to mitigate this specific threat?

Response:
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A. Ignore the threat since no successful attacks have occurred yet

B. Implement targeted phishing awareness training for executives, deploy email filtering and anti-phishing technologies, and
establish multi-factor authentication for sensitive accounts

C. Disable all email accounts to prevent phishing attacks

D. Assumre that executives will eventually fall victim and focus on remediation

EX: B

i =8 #108

You are tasked with leading your cybersecurity team through a company-wide transition to a zero-trust security model. Some senior
members of your team are resistant to the change, citing concerns about the workload and potential disruptions. How would you
manage the situation to implement the new security model effectively?

Response:

e A Insist that the team members comply with the transition without addressing their concerns

¢ B. Organize a meeting to discuss the benefits of zero trust, provide resources to ease the workload, and implement a phased
approach to adoption

¢ (. Reassign the senior members to other projects and hire external consultants to manage the transition

¢ D. Delay the implementation until all team members fully agree with the change

ZX: B

FRE #109

Your organization operates in the financial sector and has been receiving intelligence reports about a growing number of ransonware
attacks targeting similar institutions. How should you adjust your cybersecurity strategy to mitigate the risk of a ransomware attack?
Response:

¢ A Ignore the reports since your organization hasn't been targeted yet

e B. Wait for an attack to occur before taking any action

e (. Strengthen your incident response plan, implement regular backups of critical data, perform network segmentation, and
provide employee training on phishing prevention

e D. Shut down all network connections to prevent an attack

ER: C

R #110
Why is it important to document and track all cybersecurity policy exceptions within an organization?
Response:

A. To prevent employees from requesting more exceptions

B. To monttor policy violations

C. To ensure transparency and accountability, allowing for periodic review and risk assessment of the exceptions
D. To reduce the need for regular policy updates

ZER: C
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