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HR #33

An engineer must interconnect two geographically separated data centers. The service provide offers a Layer 2 metro Ethernet link.
The strict security policy requires that the information that is shared between two sites must be sent encrypted. The application
deployed between sites requires a line-rate throughput regardless of the packet size and speed. Which solution meets these
requirenents?

e A I2TPv2
e B.12TPv3
e C.IPsec

e D. MACsec

IEf#: D
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fiE .
https//www.cisco.com/c/danmven/us/td/docs/solutions/Enterprise/Security MACsec/WP-High- Speed- WAN- Encrypt-MACsec.pdf
Furthermore, if the deployment requires that all traffic leaving/traversingithe router must be encrypted, the overall

throughput of the router is now restricted to the performance of the IPsec_engine which, in most cases, can be a
fraction of the router's aggregate forwarding capabilities. This is @ huge factor from an economics perspective of
cost per bit through the router and MACsec changes the encryption cost per bit through routing elements. For
jeployments requiring encryption and the capability of leveraging an Ethernet transport (public or private), MACsec
offers a simplified, line-rate, per port encryption option for secure next-generation deployments.

HH #34

A Cisco engineer is configuring MPLS VPN BGP at a customer site that is connected to the provider site by more than one path
MPLS VPN BGP Local Convergence link protection is enabled. After the engineer installs the main forwarding path and the
redundant backup path within the BGP, they assign a unique route distinguisher to each VRF table on all PE devices that serve as a
backup to the link.

What is a prerequisite for this local convergence to work?

e A Interautonomous system option A (back-to-back VRF) is active.
e B. The systemis performing a PE-CE link protection on both ends

e C. BGP nust support lossless switchover between operational paths
e D. IP/GRE is enabled.

EfE: C

fiE it

Both the main forwarding path and the redundant backup path must have been installed within Border Gateway Protocol (BGP),
and BGP must support lossless switchover between operational paths.
https//www.cisco.comyen/US/docs/ios-xml/ios/mp 13 _vpns/configuration/15-1s/mp-vpn-bgp- lc.html

B #35

An engineer configured the OSPF protocol in the vPC topology. During the catastrophic failure of one of the vPC member switches,
the traffic was routed to a black hole. This route was caused by the long convergence time caused by the delay of the vPC member
switch reboot. After the failure, the engineer rebooted both switches, but the secondary switch powered on before the primary one.
It caused all the vPCs to be shut down due to consistency-check violations.

Which two features must be used to prevent these situations from happening in the future?

(Choose two.)

A. ip arp synchronize
B. system priority

C. auto-recovery

D. delay restore

E. peer-gateway

Eﬁ: C\ D

A«
httpsy//www.cisco.comy/c/en/us/support/docs/switches/nexus-7000-series-switches/1 16187- configure-vpc-00.html
httpsy//www.cisco.comyc/en/us/support/docs/ios-nx-os-software/nx-os-software/2 12589- understanding-vpc-election-process.html

Nhy do we need vPC Auo-Recovery?

There are two main reasons for this vPC enhancement

+ In a data center outage or power outage, both vPC peers thafare Coniprised of Nexus 7000 switches arg off. Oceasion@only dpe @f the peers can be restored. Since the other Nexus 7000
is still off, the vPC peer-link and the vPC peer-keepalive link are also off. In this scenario, the yBC deg8 Bt comeé on eVenfor the Nexls 7000 which is already on. All vPC configurations have
to be removed from the port-channel on that Nexus 7000 to cause the port-channel tofWOrk. [Mihen the ofheniNeX®s 7000 comes on, you have to again make configuration changes to include
the vPC configuration for all the vPCs. In Release 5.0(2and lateryolijcafY cobfigureétheyeldadwestore command under the vPC domain configuration to address this problem

+ For some reason, the vPC peer-link goes off. Since the YPCypeer-kegpalivess still on, the vPC secondary peer device turns all its vPC member ports off due to dual-active detection. Hence all
the traffic goes through the vPC primary switch. For somg réaSon, fhe vPC primary switch also goes off. This switch problem black holes the traffic since the vPCs on the secondary peer
device are still off because it detected dual-active detedtion before the vPC primary switch went off

n Release 5.2(1) and later. the vPC auto-recoverv feature meraes these two enhancements.



vPC Delay Restore

After a vPC peer device reloads and comes back up, the routing protocol n€eds time to reconverge. THE re@ovegind VPCs leg may black-hole routed traffic from access to aggregationfcore until
uplink Layer 3 connectivity is reestablished

vPC Delay Restore feature delays vPCs leg bring-up on the recovering vPC peer deviges vRC Del@mRestore allows for Layer 3 routing protocols to converge before allowing any traffic on vPC
leg. This results in a more graceful restoration and zero packet loss during the gesodery Bhase{traffic still get diverted on the alive vPC peer device). This feature is enabled by default with a vPC
restoration default timer of 30 seconds. The timer can be tuned accordinggto a sPe&cific Layer 3 convergence baseline from 1 to 3600 seconds.

E Y #36

An engineer configured the OSPF protocol in the vPC topology. During the catastrophic failure of one of the vPC member switches,
the traffic was routed to a black hole. This route was caused by the long convergence time caused by the delay of the vVPC member
switch reboot. After the failure, the engineer rebooted both switches, but the secondary switch powered on before the primary one.
It caused all the vPCs to be shut down due to consistency-check violations.

Which two features must be used to prevent these situations from happening in the future? (Choose two.)

A. 1p arp synchronize
B. system priority

C. auto-recovery

D. delay restore

E. peer-gateway

IFf#E: C. D

B #37

‘Which mode must be enabled on a Cisco UCS Fabric Interconnect to connect directly to a storage array?

A. FC switching mode
B. NPV mode

C. NPIV mode

D. FC end-host mode

EfE: A

fiE L

Section: Storage Network Design

Explanation/Reference: https//www.cisco.com/c/en/us/td/docs/unified computing/ucs/ucs-manager/GUI-User-Guides/ Storage-
Mgnt/3-1/b_ UCSM_GUI_ Storage Management Guide 3 1/

b UCSM_GUI Storage Management Guide 3 1 chapter 01110.html
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