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¢ Structure, function, and security associated with networks: This section of the exam measures skills of [T
Support Specialists and outlines the basic components of networks, how they operate, and the security

FH1 needed to protect them It provides a simple view of how network structures support communication and

how security measures protect information.
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¢ Introduction to IT: This section of the exam measures the skills of IT Support Specialists and explains

mnformation technology as a discipline, along with how the I'T department supports business activities. It
=x2 provides a simple overview of different IT areas such as systems and services, networks and security,
scripting and programming, data management, and the business side of IT. Learners see how these areas
connect with each other and how they contribute to organizational operations.

¢ Basics of Programming Languages in Software Development: This section of the exam assesses the skills of]

IT Support Specialists and covers the fundamental purpose of programming languages in software
FH 3 development. It provides a simple description of how programming works and how developers use
languages to build tools and applications.

¢ Data management functions in databases: This section of the exam measures the skills of Systems

Administrators and summarizes the basic functions involved in managing data within databases. It
A 4 ntroduces how data is stored, organized, and accessed, giving learners a simple understanding of how
essential database tasks support business information needs.

¢ Role of'the IT department in IT infrastructure management, disaster recovery, and business continuity

processes: This section of the exam measures skills of Systems Administrators and explains how the IT
=5 department manages mfrastructure and supports recovery processes to keep operations running during
disruptions. It mtroduces how IT teans protect systems, restore services, and maintain continuity for the
business.

>> Introduction-to-ITHE E | Al HIX 2 A <<

Z| Al Introduction-to-ITHHE A HEE2A| QISHZO 22X

PassdTeste| =2 ¥ZlctD 5tH 2|l FX2 A 2|2 Ch5lof sHHO| ASI =S Tot=3 Lot E8 did
22 HUMHIAE MIEUCH 58 4 Huyt Ao £lH £ AAMHEET ofHE HYZR BUH=EgLch -
O|X| Ol M AI2. I8 MEetE S Alofl 042 £ 2Introduction-to-ITA|E RIS SHAIX| fe ME EL|chwa 221H
ZE FHTL o Yo AE.

Z| &l Courses and Certificates Introduction-to-IT F 2 M EZE Xl (Q28-Q33):

A2 #28
Why is business continuity planning essential?

A. Tt allows for succession planning,

B. It allows for the quickest return to business operations.
C. It ensures that the company will avoid asset loss.

D. It ensures that the company will be profitable.

HE:. B

Y.

Business continuity planning (BCP) is essential for several reasons:

1.Minimizing Downtirme:

oBCP ensures that an organization can continue its critical functions during and after disruptions.

oBy having a well-thought-out plan, companies can minimize downtime and quickly resume operations.
2.Risk Mitigation:

oBCP identifies potential risks (e.g., natural disasters, cyberattacks) and develops strategies to mitigate and recover from them.
olt goes beyond traditional business plans, focusing on resilience during adversity.

3.Economic Stability:

oEconomic downturns (e.g., recessions) pose significant threats to businesses.

0A continuity plan helps companies sustain operations even during tough times, preventing financial instability.
4.Adaptability to Growth:

oDuring periods of growth, businesses need to scale rapidly.

0A continuity plan ensures that infrastructure, resources, and workforce can adapt effectively.
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EE #29
What translates and executes source code into machine language one line at a time?

e A Interpreter
¢ B. Operating system
e C. Assembler
e D. Conpiler

HE: A

HEE #30
What are two signs of a phishing e-mail?
Choose 2 answers

A. Personalized greetings

B. Poor grammar and spelling errors

C. An e-mail from an organization you don't recognize
D. A link to a website sent by a family member

E. Frequent reminders from the same e-mail address

HE. B,C

MY

1.Poor grammar and spelling errors: Phishing emails often contain mistakes in language, grammar, or spelling. These errors can be a
red flag that the emnail is not legitimate.

2.An email from an organization you don't recognize: Be cautious if you receive an email from an unfamiliar organization. Verify the
sender's legitimacy before taking any action.

References:

*1Cofense: 10 Signs of a Phishing Email

*2CrowdStrike: How to Spot a Phishing Email

*3Malwarebytes: Phishing Email - How to Identify and Avoid Phishing Attacks

*4SecurityMetrics: 7 Ways to Recognize a Phishing Email

AE #31
Which part of a computer systemis hardware?

A. Randomraccess memory
B. Operating system

C. Kernel

D. Conpiler

HE. A

MY

Hardware refers to the physical, tangible components of a computer system, while software refers to programs and instructions.
Randomraccess memory, or RAM, is hardware because tt is a physical set of memory chips installed in the computer, typically on
removable modules. RAM provides temporary working storage for the operating system and applications while they are running,
allowing fast read and write access compared to long-term storage devices. A compiler is software that translates source code nto
machine code. The kernel is software and is the core part of an operating system that manages resources such as processes,
memory, and device access. The operating system itself'is also software that controls the computer and provides services to
applications. In Information Technology findamentals, distinguishing hardware from software is a key concept: hardware includes
CPU, RAM, notherboard, storage, and peripherals; software includes the operating system, applications, and programming tools.
Since RAM is a physical component, it is the correct answer for the hardware part listed.

EE #32
Based on an analysis of a company's needs, a database should be installed so that data resides on different machines, often in



entirely different locations. What is the name of the database that satisfies this need?

A. Cloud

B. Distributed
C. Relational
D. NoSQL

HE: B

Y.

A distributed database is a database in which data is stored across muiltiple computers or servers rather than in a single central
location. These machines may be in the same building, across a campus, or in different geographic regions. In Information
Technology and database design, distributed databases are used to improve availability, fault tolerance, scalability, and performance
by placing data closer to users and by reducing reliance on one server. The distributed database management system coordinates
storage, replication, and query processing so that users can access data as if it were a single database, even though it is physically
spread out. This model supports business continuity because if one site fails, another site can continue serving requests depending on
the replication strategy. Relational and NoSQL describe data models and query approaches, while cloud describes a deployment
environment that can host many types of databases, including distributed ones. Because the defining requirement here is data stored
on different machines and locations, the correct answer is a distributed database.

EE #33
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