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¢ Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
FH 1 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
FH 2 applying its tactics and techniques within Falcon to provide context to detections.

¢ Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
=X 3 connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.
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AR #141
Depending on the subscription level, "Cloudable Events" (standard telemetry) have a specific retention period. What is the minimum

period of time that these events are retained?

e A lday


https://drive.google.com/open?id=1rT7vAcl4SBBxZvekUEs66rLUj9ukAesN
https://www.pass4test.net/CCFR-201b.html
https://www.itdumpskr.com/CCFR-201b-exam.html
https://www.dumptop.com/CrowdStrike/CCFR-201b-dump.html

e B. 14 days
e C.30days
e D.7days
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AE #142
Sensor Visibility Exclusion patterns are written in which syntax?

A. Kleene Star Syntax
B. SPL(Splunk)

C. Glob Syntax

D. RegEx
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HE #143
Which of the following sentences best describes the primary use of the 'Hash Executions' Search (Bulk Search)?

A. Tt provides a detailed process tree for every execution of a single hash.

B. It allows for a summary view of the environment-wide presence of a given list of multiple hashes.
C. It allows a responder to upload a file to the cloud for detonating in a sandbox.

D. It allows an administrator to block a single hash across all machines.
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AE #144
Which of the following statements about the 'Detection Activity' report is FALSE?

A. Clicking on a ProcessID value within the report pivots to a pre-populated Event Search.
B. It provides a summary of all alerts over a selected time period.

C. The report can be exported to a CSV file.

D. It can be filtered by host name or severtity.
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HEE #145
A responder is analyzing a file's prevalence. If the data shows 'Local: High' and 'Global: Unique', which of the following is the most
likely conclusion?

A. The file is internally developed software unique to the organization.
B. The file is common off-the-shelf malware seen globally.

C. The file is a known commodity tool used by many different actors.
D. The file is a standard Windows system component.
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