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Cisco Designing Cisco Security Infrastructure Sample Questions (Q20-Q25):
NEW QUESTION # 20 
What does watermarking AI generated content prevent?

A. massive resource consumption
B. harmful content
C. deep fakes
D. scale changes
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Answer: C

Explanation:
Watermarking in AI-generated content helps detect and trace synthetic media, which directly mitigates the risk of deep fakes. By
embedding hidden identifiers, organizations can verify whether content was created by AI, reducing misuse for impersonation or
disinformation.

NEW QUESTION # 21 
A developer is building new API functions for a cloud-based application. Before writing the code, the developer wants to ensure
that destructive actions, including deleting and updating data, are properly protected by access control identifying sensitive fields such
as those that contain passwords or personally identifiable information. Which approach must be used to score the risks proactively?

A. SAST
B. SBOM Generation
C. Open API Specification Analysis
D. CSPM

Answer: C

Explanation:
Open API Specification Analysis evaluates API definitions before code is written, identifying risky endpoints (such as delete or
update functions) and sensitive fields (like PII or passwords). This allows developers to proactively score risks and apply proper
access controls early in the design phase.

NEW QUESTION # 22 
A logistics company wants to deploy an application in the cloud using cloud native techniques.
The company must ensure that the development, testing, and production environments are as identical as possible with the lowest
risk of the development and testing environments impacting production. Which solution must be used to accomplish the task?

A. network access control list
B. service quotas
C. separate cloud accounts
D. lambda functions

Answer: C

Explanation:
Using separate cloud accounts for development, testing, and production ensures strong isolation between environments. This
prevents accidental impact on production while maintaining consistent, cloud-native deployments across all stages with minimal risk.

NEW QUESTION # 23 
A healthcare organization in the United States recently discovered that a highly confidential report name Records ______ that
includes patient records name Patient_Medical_Records _____ was accessed by unauthorized personnel internally. The breach
occurred due to lack of protection measures in place for patient electronic medical records. Which regulatory compliance is directly
appropriate and must be adopted?

A. PCI DSS
B. HIPAA
C. FERPA
D. FISMA

Answer: B

Explanation:
The Health Insurance Portability and Accountability Act (HIPAA) is the U.S. regulation that governs the protection of patient
medical records and electronic health information. Since the breach involved unauthorized access to patient medical records, HIPAA
compliance is directly required.



NEW QUESTION # 24 
Which two metrics are important for evaluating the performance of automated security response workflows? (Choose two.)

A. Mean Time to Respond (MTTR)
B. VLAN propagation speed
C. Mean Time to Detect (MTTD)
D. CPU temperature

Answer: A,C

Explanation:
MTTD measures how quickly incidents are detected, and MTTR measures how quickly they are resolved. Together, they indicate
the effectiveness of automated security response workflows.

NEW QUESTION # 25
......
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