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Salesforce Certified MuleSoft Platform Architect Sample Questions (Q18-
Q23):

NEW QUESTION # 18

4 Production environment is running on a dedicated Virtual Private Cloud (VPC) on CloudHub 1,0, and the security team guidelines
clearly state no traffic on HTTP.

Which two options support these security guidelines?

Choose 2 answers

e A. Add the entry in the VPC firewall rule.

B. Configure the HTTPS protocol in HTTP listener in the Mule application
C. Create a custom policy to apply to outgoing and incoming HTTP requests to control access to a configured API endpoint
D. Remove the entry from the VPC firewall rule

E. Configure the IP Blocklist policy to control access to a configured API endpoint from either a single IP address or a range
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of IP addresses.
Answer: B,D

Explanation:

Security Guidelines Overview:

The production environment is hosted on a dedicated Virtual Private Cloud (VPC) on CloudHub 1.0, with a specific requirement
from the security team that no traffic should occur over HTTP. This implies that only secure HTTPS traffic should be permitted, and
HTTP access (port 8081, the default HTTP port in Mule applications) should be disabled.

Evaluating the Options:

Option A (Correct Answer): Configuring the HTTPS protocol in the HTTP listener in the Mule application ensures that all traffic is
encrypted and occurs over HTTPS (port 8092 by default for HTTPS on Mule applications). This directly aligns with the security
guideline to prevent unencrypted HTTP traffic.

Option B: Creating a custom policy for incoming and outgoing HTTP requests could provide some control over access, but it does
not enforce the use of HTTPS exclusively. This option does not disable HTTP traffic and, therefore, does not meet the guideline
effectively.

Option C (Correct Answer): Removing the entry for HTTP (port 8081) in the VPC firewall rule ensures that HTTP traffic is
completely blocked at the firewall level. This prevents any HTTP requests from reaching the application, adding a layer of security
that complies with the guidelines.

Option D: The IP Blocklist policy controls access based on IP addresses but does not enforce the use of HTTPS. This policy does
not address the specific requirement of preventing HTTP traffic.

Option E: Adding a firewall rule entry for HTTP (port 8081) would enable HTTP traffic, which directly contradicts the security
guidelines. Therefore, this option should be avoided.

Conclusion:

Option A and Option C are the correct choices. Configuring the HTTPS protocol in the Mule application's HTTP listener ensures
that only HTTPS traffic is allowed, and removing the firewall rule for HTTP (port 8081) blocks any HTTP traffic fiom reaching the
application. Together, these options enforce secure traffic as required by the security guidelines.

Refer to MuleSoft documentation on configuring HTTP listeners and managing VPC firewall rules for firther details on implementing
these security controls.

NEW QUESTION # 19
An API client calls one method from an existing API implementation. The API implementation is later updated. What change to the
API implementation would require the API client's invocation logic to also be updated?

A. When the data type of the response is changed for the method called by the API client
B. When a child method is added to the method called by the API client

C. When a new required field is added to the method called by the API client

D. When a new method is added to the resource used by the API client

Answer: C

Explanation:

Correct Answe 1: When a new required field is added to the method called by the API client
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>> Generally, the logic on API clients need to be updated when the API contract breaks.

>> When a new method or a child method is added to an API , the API client does not break as it can still continue to use its
existing method. So these two options are out.

>> We are left for two more where "datatype of the response if changed" and "a new required field is added".

>> Changing the datatype of the response does break the API contract. However, the question is insisting on the "mvocation" logic
and not about the response handling logic. The API client can still invoke the API successfully and receive the response but the
response will have a different datatype for some field.

>> Adding a new required field will break the API's invocation contract. When adding a new required field, the API contract breaks
the RAML or API spec agreement that the API client/API consumer and API provider has between them. So this requires the API
client nvocation logic to also be updated.

NEW QUESTION # 20
Once an API Implementation is ready and the API is registered on API Manager, who should request the access to the API on
Anypoint Exchange?



A. API Consumer
B. API Client

C. None

D. Both

Answer: A

Explanation:

Correct Answe 1: API Consumer
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>> API clients are piece of code or programs that use the client credentials of API consumer but does not directly interact with
Anypoint Exchange to get the access

>> API consumer is the one who should get registered and request access to API and then API client needs to use those client
credentials to hit the APIs So, API consumer is the one who needs to request access on the API from Anypoint Exchange

NEW QUESTION # 21

Traffic is routed through an API proxy to an API implementation. The API proxy is managed by API Manager and the API
implementation is deployed to a CloudHub VPC using Runtime Manager. API policies have been applied to this API. In this
deployment scenario, at what point are the API policies enforced on incoming API client requests?

A. At a MuleSofi-hosted load balancer

B. At the API proxy

C. At both the API proxy and the API implementation
D. At the API implementation

Answer: B

Explanation:

Correct Answe 1: At the API proxy
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>> API Policies can be enforced at two places in Mule platform

>> One - As an Embedded Policy enforcement in the same Mule Runtime where API implementation is running.
>>Two - On an API Proxy sitting in front of the Mule Runtime where API implementation is running,

>> As the deployment scenario in the question has API Proxy involved, the policies will be enforced at the API Proxy.

NEW QUESTION # 22

An API implementation is deployed on a single worker on CloudHub and invoked by external API clients (outside of CloudHub).
How can an alert be set up that is guaranteed to trigger AS SOON AS that API implementation stops responding to API
mvocations?

e A Create an alert for when the API receives no requests within a specified time period

e B. Implement a heartbeat/health check within the API and mvoke it from outside the Anypoint Platform and alert when the
heartbeat does not respond

¢ C. Handle API invocation exceptions within the calling API client and raise an alert from that API client when the API Is
unavailable

e D. Configure a "worker not responding” alert in Anypoint Runtime Manager

Answer: D

Explanation:

Correct Answe r: Configure a "Worker not responding' alert in Anypoint Runtime Manager.
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>> All the options eventually helps to generate the alert required when the application stops responding,

>> However, handling exceptions within calling API and then raising alert from API client is inappropriate and silly. There could be
many API clients invoking the API implementation and it is not ideal to have this setup consistently in all of them. Not a realistic way
to do.

>> [mplementing a health check/ heartbeat with in the API and calling from outside to detmine the health sounds OK but needs extra
setup for it and same time there are very good chances of generating false alarms when there are any intermittent network issues
between external tool calling the health check API on API implementation. The API implementation itself may not have any issues



but due to some other factors some false alarms may go out.

>> Creating an alert in API Manager when the API receives no requests within a specified time period would actually generate
realistic alerts but even here some false alarms may go out when there are genuinely no requests from API clients.

The best and right way to achieve this requirement is to setup an alert on Runtime Manager with a condition "Worker not
responding”. This would generate an alert AS SOON AS the workers become unresponsive.
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