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B #154

Which of the following best describes how federal anti-discrimination laws protect the privacy of private-sector employees in the
United States?

A. They limit the amount of time a potential employee can be interviewed.

B. They prescribe working environments that are safe and comfortable.

C. They limit the types of information that employers can collect about employees.
D. They promote a workforce of employees with diverse skills and interests.

IEf: C

A -

Federal anti-discrimination laws, such as Title VII of the Civil Rights Act of 1964, the Equal Pay Act of 1963, the Age
Discrimination in Employment Act of 1967, and the Americans with Disabilities Act of 1990, prohibit employers from discriminating
against employees or applicants based on certain protected characteristics, such as race, color, religion, sex, national origin, age,
disability, and genetic information. These laws also limit the types of information that employers can collect, use, disclose, or retain
about employees or applicants,in order to prevent discrimination or invasion of privacy. For exanple, employers cannot ask about
an applicant's medical history, disability status, genetic information, or religious beliefs, unless they are relevant to the job or a bona
fide occupational qualification. Employers also cannot use such information to make adverse employment decisions, such as hiring,
firing, promotion, or compensation, unless they are justified by a legitimate business necessity or a reasonable accommodation.
Employers must also safeguard the confidentiality of such information and dispose of it properly when it is no longer needed.
References:

* Federal Laws Prohibiting Job Discrimination Questions And Answers

* Laws Enforced by EEOC

* Employment and Anti-Discrimination Laws in the Workplace

* Protections Against Discrimmnation and Other Prohibited Practices

* 3. Who is protected from employment discrimination?

H #155
Which of the following data elements is most likely to be subject to comprehensive state data security and privacy laws?

e A Users' sexual orientations, maintained by a social media website

¢ B. Individual drivers' license numbers, maintained by a state agency.

e C. Account holders' social security numbers, maintained by a bank.

e D. Contact details of mdividuals who report emergencies, maintained by local authorities

EfE: C
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Social security numbers (SSNs) are one of the most sensitive types of personally identifiable information (PII) and are subject to
comprehensive data security and privacy laws at both the federal and state levels. Banks, as financial institutions, are subject to strict
regulations under laws like the Gramm+Leach-Bliley Act (GLBA) and state privacy laws regarding the safeguarding of sensitive data
like SSNis.
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Why Social Security Numbers are Most Likely to Be Covered:

SSNss are a high-value target for identity theft, making their protection a focus of numerous privacy and data security laws.

Federal laws like GLBA and the Fair Credit Reporting Act (FCRA) impose strict data security requirements on financial institutions.
State laws, such as those in California, often require businesses to protect SSNs and notify individuals in the event of a breach
involving sensitive information.

H #156
According to FERPA, when can a school disclose records without a student's consent?

A. Ifthe disclosure is to practitioners who are involved in a student's health care

B. Ifthe disclosure is to provide transcripts to a school where a student intends to enroll
C. Ifthe disclosure would not reveal a student's student identification number

D. Ifthe disclosure is not to be conducted through email to the third party
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H #157
Which of the following is NOT a common challenge large organizations face when implementing data portability?

e A The presence of third-party data in the data to be ported.

¢ B. Security considerations in relation to the transfer of the data.

¢ (. The technical skillsets available in the transmitting organization.
e D. Technically compatible systens for transmission feasibility

Ef#: C

L2

When implementing data portability, organizations often face significant challenges due to the complexity of managing data transfers.
These challenges commonly include concerns about third- party data, technical compatibility for data transmission, and security
considerations.

However, the technical skillsets available in the transmitting organization is NOT typically identified as a primary challenge because
most organizations have or can acquire the necessary technical expertise through training or by outsourcing,

E R #158
What was the original purpose of the Foreign Intelligence Surveillance Act?

e A To further clarify when a warrant is not required for a wiretap performed internally by the telephone company outside the
suspect's home, stemming from the Olmstead v. United States decision.

e B. To further define what information can reasonably be under surveillance in public places under the USA PATRIOT Act,
such as Internet access in public libraries.

e C. To further define a framework for authorizing wiretaps by the executive branch for national security purposes under Article
1T of the Constitution.

¢ D. To further clarify a reasonable expectation of privacy stemming from the Katz v. United States decision.
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