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TrainingQuiz is committed to offering the real and valid Microsoft Azure Security Technologies AZ-500 exam questions in three
easy-to-use and compatible formats. These formats are Microsoft PDF Questions files, desktop practice test software, and web-
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Test questions and are verified by qualified AZ-500 exam experts. So you do not need to get worried about it choose the right
TrainingQuiz AZ-500 exam questions formats and start this journey without wasting further time.

Microsoft Azure Security Technologies Sample Questions (Q91-Q96):

NEW QUESTION # 91

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
' : Muiti-factor authentication
! Name |  Member of Mobile phone | (MFA) status ]
[Useri | Groupl | 1235557680" | Disabled .
| User2 | Groupl, Group2  L/INQARS | Enabled i
|User3 | Group 09823555 7891 | Required

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
Assignment: Include Group1, Exclude Group2

Conditions: Sign-in risk of Medium and above

Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 signs in from an unfamiliar location, he must change his password. O O
If User2 signs in from an anonymous IP address; she must change her O O
password.
If User3 signs in from a comp %rgm dgﬁftnmumcatmg O O
with known bot servers, he m
Answer:
Explanation:
Statements Yes No
If User1 signs in from an unfamiliar location, he must change his password. aT;:;.-; @)
If User2 signs in from an anonymous IP address, she must change her :_Q_, @)
password. =
—=

If User3 signs in from a computer contali :Mi
with known bot servers, he must change’g it‘fﬁgﬂf’t‘g

Explanation:

Answer Area

Statements

If User1 signs in from an unfamiliar locationy & must change his password.

If User2 signs in from an anonymous IP address, she must change her
password.

If User3 signs in from 'mpuM %ﬁf]ﬁt Is communicating ()
with known bot servers; e im Wﬁ

Box 1: Yes

User] is member of Groupl. Sign in from unfamiliar location is risk level Medium
Box 2: Yes

User?2 is member of Groupl. Sign in from anonymous IP address is risk level Medium
Box 3: No

Sign-ins from IP addresses with suspicious activity is low.

Note:




Sign-in Activity Risk Level

Users with leaked credentials | High

j Slm régmﬁmous IP . Metlium
o

Impossible travel to atyplcang Medium
locations
Sign-ins from infegted devices | Medium
Sign-ins from IP addresses with Low
suspicious activity
Sign-ins from unfamiliar locations Medium
Azure AD Identity protection can detect six types of suspicious sign-in activities:
Users with leaked credentials

Sign-ins from anonymous IP addresses

Impossible travel to atypical locations

Sign-ins from infected devices

Sign-ins from IP addresses with suspicious activity

Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

References:
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NEW QUESTION # 92
You have an Azure subscription named Subcription] that contains the resources shown in the following table.
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You have an Azure subscription named Subcription2 that contains the following resources:
* An Azure Sentinel workspace
* An Azure Event Grid instance

Youneed to ingest the CEF messages from the NVAs to Azure Sentinel.
NOTE: Each correct selection is worth one point.
Answer Area
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NEW QUESTION # 93
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor. authenticatior (MFA) status
Usert Group1, Group2 | Enabled
User2 Group1 Disabled
User3 Group1 Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:
* Assignments: Include Group1, exclude Group2

* Conditions: Sign-in risk level: Medium and above

* Access Allow access, Require multi-factor authentication

Youneed to identify what occurs when the users sign in to Azure AD.

‘What should you identify for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

When User1 signs in from an anonymous IP address, . M i C ro S Oft

the user will:
Be blocked
Be prompted for MFA
Sign in by using ai§érname and password only

When User?2 signs in from an unfamiliar location, 7.V | v

the user will: WYX blocked
Be prompted for MFA
Sign in by using a username and password only

When User3 signs in from an infected device, | v

the user will: Be blocked

Be prompted for MFA
Sign in by using a username and password only

Answer:
Explanation:
When User1 signs in from an MWM P(T_UFE) S oft | -
the user will: ] BeHocked

Be prompted for MFA

Sign in by using.a username and password only
When User2 signs in from an unfamiliar location, l v
the user will: B blocked

Be prompted for MFA

Sign in by using a username and password only
When User3 signs in from an infected device, [ v
the user will: Be blocked

Be prompted for MFA

Sign in by using a username and password only




Explanation:
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NEW QUESTION # 94

You have an Azure subscription named Subl. Sub1 contains a virtual network named VNet! that contains one subnet named
Subnet].

You create a service endpoint for Subnet|.

Subnet! contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

Youneed to deploy Docker containers to VM1. The containers nust be able to access Azure Storage resources and Azure SQL
databases by using the service endpoint.

e A Edit the docker-compose.yml file.
¢ B. Install the container network interface (CNI) plug-in.
¢ C. Create an application security group and a network security group (NSQ).

Answer: B

Explanation:

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports
both Linux and Windows platform.

The plug-in assigns [P addresses froma virtual network to containers brought up in the virtual machine, attaching themto the virtual
network, and connecting them directly to other containers and virtual network resources. The plug-in doesn't rely on overlay
networks, or routes, for connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:
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On-premises




NEW QUESTION # 95

You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The

tenant contains the users shown in the following table.

Name Source
Userl Azure AD
User2 Azure AD IViicrosott
User3 On-premises Active Directory
The tenant contains the groups shown in the following table.
Name Meribers
Groupl Userl, User2, User3

Group2 el rosoft
You configure a muilti-factor authentication (MFA) registration policy that and the following settings:
* Assignments:

* Include: Group1

* Exclude Group2

Controls: Require Azure MFA regjstration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements
Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted tgsonfigure MFA gegistration during
the user’s next Azure AD authentication. \/l1ro

Answer:

Explanation:
Statements

Userl will be prompl J bco éonflgure I\%FA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted to configure MFA registration during

the user’s next Azure AD authentication.
Explanation

il

No



Statements

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication. O

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

NEW QUESTION # 96
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