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Refer to the exhibit.
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The daily report for application usage shows an unusually high number of unknown applications by category. What are two possible
explanations for this? (Choose two.)

¢ A. Deep inspection is not being used to scan traffic.

e B. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

¢ (. Certificate inspection is not being used to scan application traffic.

e D. The nline-CASB application control profile does not have application categories set to Monitor

HY: AD

EE #36
When deploying FortiSASE agent-based clients, which three features are available compared to an agentless solution? (Choose
three.)

¢ A. Anti-ransomware protection
B. SSL inspection

C. ZINA tags

D. Vulnerability scan

E. Web filter

qY: ACD

A2 #37
How do security profile group objects behave when central management is enabled on FortiSASE?

e A. Objects created on FortiSASE can be retrieved on FortiManager.
¢ B. Objects that are only flow-based are supported.

e C. Objects support two-way synchronization.

e D. Objects are considered read-only on FortiSASE.

HE: D



Y.
‘When central management is enabled, security profile group objects are managed exclusively through FortiManager, making them
read-only on the FortiSASE portal to ensure centralized policy control.

EE #38
Refer to the exhibit.

ENDPOINT PROFILE st

Name D

Profile Configuration

Connection Protection Sandbox ZTNA FSSO Settings

Sandbox Mode Disabled Standalone FortiSandbox
Region Global
Time Offset UTC+00:00

Wait for FortiSandbox Results @
before Allowing File Access

Timeout in seconds @ 300

File Submission Options

All Files Executed from ©
Removable Media

All Files Executed ffém [ @
Mapped Network Drives

All Web Downlodds L ®)
All Email Downloads O
Remediation Actions

Action Alert & Notify

Sandbox Detection Verdic!t Clean Low High Malicious
Level

Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two.)

A. All files will be sent to a on-premises FortiSandbox for inspection.

B. Allfiles executed on a USB drive will be sent to FortiSandbox for analysis.

C. FortiClient quarantines only infected files that FortiSandbox detects as medium level

D. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.
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The sandbox feature applies only to endpoints assigned this profile, and the configuration explicitly enables the submission of all files
executed from removable media (like USB drives) to FortiSandbox for analysis.

EE #39
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be used to allow secure web gateway (SWG) access

B. Zero-trust tags can be used to allow or deny access to network resources

C. Zero-trust tags can determine the security posture of an endpoint.

D. Zero-trust tags can be used to create muiltiple endpoint profiles which can be applied to different endpoints

®g. BC

3.

Zero-trust tags are critical in implementing zero-trust network access (ZTNA) policies. Here are the two key advantages of using
zero-trust tags:

Access Control (Allow or Deny):

Zero-trust tags can be used to define policies that either allow or deny access to specific network resources based on the tag
associated with the user or device.

This granular control ensures that only authorized users or devices with the appropriate tags can access sensitive resources, thereby
enhancing security.

Determining Security Posture:

Zero-trust tags can be utilized to assess and determine the security posture of an endpoint.

Based on the assigned tags, FortiSASE can evaluate the device's compliance with security policies, such as antivirus status, patch
levels, and configuration settings.

Devices that do not meet the required security posture can be restricted from accessing the network or given limited access.
FortiOS 7.2 Administration Guide: Provides detailed information on configuring and using zero-trust tags for access control and
security posture assessment.

FortiSASE 23.2 Documentation: Explains how zero-trust tags are implemented and used within the FortiSASE environment for
enhancing security and compliance.
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