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Which three types of malware can be detected and blocked by NSX Malware Prevention?
(Choose three)
Response:

A. Keyloggers
B. DNS cache corruption
C. Data deduplication anomalies
D. Botnet droppers
E. Ransomware

Answer: A,D,E

NEW QUESTION # 76 
Which two practices are recommended when designing an RBAC model for vDefend firewall operations?
(Choose two)
Response:

A. Follow the principle of least privilege
B. Disable logging for users with "Read-Only" permissions
C. Assign "Enterprise Admin" to all users for full access
D. Define custom roles based on operational responsibilities
E. Assign access based on physical host groupings

Answer: A,D

NEW QUESTION # 77 
What is the primary function of VMware's Advanced Threat Prevention (ATP) capabilities in a private cloud environment?
Response:

A. To detect and prevent both known and unknown cyber threats using behavioral analysis and sandboxing
B. To reduce storage IO latency during high-load operations
C. To enforce compliance for vSphere hardware compatibility
D. To replicate VMs across availability zones for backup

Answer: A

NEW QUESTION # 78 
Which rule type is most suitable for controlling lateral movement between VMs in a specific security group?
Response:

A. IDS Policy
B. NAT Rule
C. Distributed Firewall Policy
D. Gateway Firewall Rule

Answer: C

NEW QUESTION # 79 
Which two elements must be configured to activate Gateway Firewall rules on a Tier-1 gateway?
(Choose two)
Response:

A. Assign an EVC mode to the cluster
B. Attach segments or networks to the Tier-1 gateway
C. Define rule section in Gateway Policy
D. Configure local disk encryption policies



E. Enable Distributed IDS on vCenter

Answer: B,C

NEW QUESTION # 80
......
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