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EZ #76
An administrator suspects that the Collector Agent is not forwarding login events to FortiGate.
What is the most effective troubleshooting step?

e A. Check if TCP port 8000 is open between the collector agent and FortiGate.
¢ B. Verify if DC agent is enabled on the FortiGate.
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e C. Verify if FortiGate is set to use LDAP authentication instead of FSSO.
e D). Restart the domain controller to refresh authentication services.

HE: A

Y.
The Collector Agent communicates with FortiGate over TCP port 8000. Ensuring this port is open and reachable is essential for
forwarding login events.

BE#TT
Refer to the exhibit. A network admmistrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator
has determined that phase 1 status is up, but phase 2 fails to come up.
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Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)
e A. OnBRI-FGT, set Remote Address to 10.0.11.0/255.255.255.0.



e B. OnBRI-FGT, set Seconds to 43200.
e C.OnHQ-NGFW. set Encryption to AES256.
¢ D. On HQ-NGFW, enable Diffie-Hellman Group 2.

HH: AB

Y.

The key lifetime (Seconds) must match on both sides; BR1-FGT is set to 14400, so setting it to

43200 matches HQ-NGFW.

The remote address on BR1-FGT should match the HQ-NGFW's local subnet (10.0.11.0/24), but it is currently set incorrectly as
172.20.1.0/24. Changing it to 10.0.11.0/255.255.255.0 will align the Phase 2 selectors.

HEE #78
Which two statements are true about an HA cluster? (Choose two.)

A. An HA cluster cannot have both in-band and out-of-band management interfaces at the same time.
B. Link failover triggers a failover if the administrator sets the interface down on the primary device.
C. When sniffing the heartbeat interface, the administrator must see the IP address 169.254.0.2.

D. HA incremental synchronization includes FIB entries and IPsec SAs.

H4Y. BD

3.
Setting an interface down on the primary device triggers a failover due to link failover detection.
HA incremental synchronization includes forwarding information base (FIB) entries and IPsec security associations (SAs) to maintain

session continuity.

HE#T79
What are two features of the NGFW profile-based mode? (Choose two.)

A. NGFW profile-based mode must require the use of central source NAT policy.

B. NGFW profile-based mode can only be applied globally and not on individual VDOMs.

C. NGFW profile-based mode supports applying applications and web filtering profiles in a firewall policy.
D. NGFW profile-based mode policies support both flow inspection and proxy inspection.

He. CDb

M.

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow- based and proxy-based
spection modes, providing flexibility depending on security and performance requirements. Additionally, profile-based mode
supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.

EE2 #80
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
Which two factors can you observe from these configurations? (Choose two.)
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¢ A YouTube search is allowed based on the Google Application and Filter override settings.
e B. Facebook access is allowed but you camnot play Facebook videos based on Video/Audio category filter settings.
e C. Facebook access is blocked based on the category filter settings.
¢ D. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.
HE: CD
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