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Fortinet NSE6_SDW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN
Manager with overlay orchestration to simplify large-scale network management.

Topic 2
Advanced IPsec: This section covers the deployment of advanced IPsec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

Topic 3
SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on
implementing Performance SLAs to monitor link quality and ensure applications use the best available path.

Topic 4
SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.
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Topic 5
Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
across multiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.
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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q50-Q55):
NEW QUESTION # 50 
The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment.
Using information provided through the SD-WAN overlay template wizard, FortiManager creates templates ready to install on the
spoke and hub devices.
What are the three templates created by the SD-WAN overlay template for a spoke device? (Choose three.)

A. BGP template
B. Static route template
C. Rules template
D. CLI template
E. IPsec tunnel template

Answer: A,D,E

Explanation:
" The SD-WAN overlay template generates multiple template, one per topic. For branches and hubs, it creates BGP, IPsec, and
CLI templates to accommodate all required configuration changes. "

NEW QUESTION # 51 
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate ignores the static routes defined through members referenced in the zone.
B. FoftiGate installs ECMP static routes for the first two members of the zone.
C. FortiGate installs a static route for each member in the zone.
D. FortiGate routes the traffic through the best performing member of the zone.

Answer: C

Explanation:
When referencing a zone in a static route, FortiGate's behavior is described as:
"Referencing a zone in a static route causes FortiGate to install a static route for each member interface of the zone. This enables
ECMP (Equal-Cost Multi-Path) and load balancing where supported and ensures that traffic can be steered over any valid zone
member according to SD-WAN rules or standard routing." This mechanism is fundamental to Fortinet's implementation of SD-
WAN and simplifies large, multi- interface deployments.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q21]
FortiOS 7.4 Routing Guide, "Zone-based Routing and ECMP Behavior"
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NEW QUESTION # 52 
Refer to the exhibit.

The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the hub FortiGate doesn't
prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

A. The performance SLA has the parameter priority-out-sla configured.
B. The performance SLA uses the same criteria.
C. This performance SLA uses the same members.
D. The performance SLA is configured with set embedded-measure accept.

Answer: A,B

NEW QUESTION # 53 
As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology.
FortiManager manages the customer devices in a dedicated ADOM. The previous administrator used the SD- WAN overlay
topology.
Which two statements apply to this scenario? (Choose two.)

A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.
B. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-
primary dual-hub topology.
C. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.
D. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0 and ADVPN 1.0.

Answer: B,C

Explanation:
When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates both the IPsec and
BGP templates on the hub so that shortcut tunnels can be established dynamically.
ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub primary-primary, not
just single hub.

NEW QUESTION # 54 
Exhibit.



For your ZTP deployment, you review the CSV file shown in exhibit and note that it is missing important information. Which two
elements must you change before you can import it into FortiManager? (Choose two.)

A. You must associate a device blueprint with each device
B. You must define a value for each device and each metadata variable that defines an IP address.
C. You must define a value for each device and each user-defined metadata variable.
D. You must define a name for each device

Answer: A,D
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......
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